QualityNet Security

<Back to Communication Hub

T NN
\9/

T g

QUALITYNET SECURITY

The QualityNet Security Hub is a central repository that houses QualityNet policies, guidelines, and templates intended for existing or potential CCSQ
contractors utilizing QualityNet IT Services and/or HCQIS network resources. These documents are intended to guide Contractors or potential bidders
in meeting general CMS security requirements as well as providing associated processes to ensure compliance within the contract and while utilizing
the CCSQ systems.

For more general information regarding CMS Information Security and Privacy, please visit: CMS Information Security and Privacy Overview

The QualityNet policies are comprised of
various HHS, CMS and HCQIS policies that
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SECURITY POLICY Securlty & Privacy mandates.

QualityNet Security Policy
and Framework

HHS Rules of Behavior

HCQIS CFE
Data Management Policy
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http://qnetconfluence.cms.gov
http://qnetconfluence.cms.gov
http://qnetconfluence.cms.gov
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/index?redirect=/InformationSecurity/ISD/list.asp
#
https://qnetconfluence.cms.gov/download/attachments/96407029/HCQIS_CFE_Data_Management_Policy_v1.1%5B1%5D.pdf?version=1&modificationDate=1593021163303&api=v2

Annual Security Awareness Training
REQUIRED for ALL CMS
CONTRACTORS

HHS and CMS in accordance to Federal Information Security
Management Act (FISMA) of 2002 and other policies requires that
all Federal CMS and Contractor users of Federal Information
Systems to be exposed to security and privacy awareness training
materials at least annually. This is to inform federal employees,
contractors and other users of information systems that support the
operations and assets of the agency, of:

® [nformation Security risks associated with technologies
and their activities while utilizing those technologies.

® Responsibilities in complying with agency policies and
procedures designed to reduce risks.

® Overview of protecting Personally Identifying Information
(PIl) or Personal Health Information (PHI) of any
individual as directed in the Privacy Act of 1974.

® Records Management and Retention

Training Information
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https://qnetconfluence.cms.gov/display/QNS/Security+Awareness+Training
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The SPOC procedures provides a full list of
SECURITY responsibilities and requirements for

PO | NT OF c 0 NTACT individuals acting as the Security Point of

Contact (SPOC) for your respective contract.

SPOC Registration Process

Security Point of Contact
Procedures
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As set by CMS policy, the CMS IR
procedures provides both general and
detailed information on when and how to
submit an Incident ticket along with any
related requirements including
requirements for reporting timely.


https://qnetconfluence.cms.gov/download/attachments/122686694/HCQIS%20Security%20Point%20of%20Contact%20%28SPOC%29%20Registration%20Process%20%283%29.pdf?version=1&modificationDate=1643208014075&api=v2
https://qnetconfluence.cms.gov/download/attachments/96407029/QualityNet_Security_Point_of_Contact_%28SPOC%29_Procedures_v2.5%5B1%5D.pdf?version=1&modificationDate=1593016944848&api=v2

Certificate of Destruction

QualityNet Incident
Response Procedures

Create a Security Incident
using CCSQ ServiceNow Portal

QualityNet Incident Response
eporting Template

External Incident Report



https://qnetconfluence.cms.gov/download/attachments/122686694/Certification_Of_Destruction.docx?version=2&modificationDate=1643140419445&api=v2
https://qnetconfluence.cms.gov/download/attachments/122686694/QNet%20Incident%20Response%20Procedures%20V8.4.pdf?version=1&modificationDate=1678910975016&api=v2
https://qnetconfluence.cms.gov/display/QNS/Create+a+Security+Incident+using+CCSQ+ServiceNow+Portal
https://qnetconfluence.cms.gov/download/attachments/122686694/CMS%20QualityNet_Incident_Report_Template%20v.24.pdf?version=2&modificationDate=1643139697745&api=v2
https://qnetconfluence.cms.gov/download/attachments/122686694/External%20Incident%20Report_v1.xlsx?version=1&modificationDate=1643139311230&api=v2
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