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Managed File Transfer (MFT) consists of having the ability to transfer files securely to another user.  Both users must be registered in HARP and have an MFT web user role approved.  In addition, elevated permissions can be granted as administrators to perform development work or request designation as a Security Official.
MFT has been implemented to allow two types of engagements:
1. MFT Web Users – This primary group is defined as having the ability to send and receive files securely with other users.  
· Those LoBs that have contractors under them (i.e. hospitals, facilities, etc.) would follow the same model by designating a Security Official (SO) for their organization that would then be approved by the parent SO (i.e. EQRS, CDAC, etc.).  These entities would also appear on the selection list and would be handled the same way as a known LoB would be.
2. Custom MFT Onboarding and Access – This group consists of Admin(s) / Designated SO.  
· Full engagement onboarding process including kick-off thru an RFI
· ADO to discuss responsibility level (us / them performing the work)
· Any LOB that wants more than the initial release will fall under this category
· More details TBD and document updated on TBD
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[image: ]Access for MFT will follow a hierarchal model as depicted below: 

* The MFT Central Office Security Official will not be a role that can be requested; these were predetermined roles within CMS to manage the requests for the initial administrative functions.
* 2nd tier could be LoB / ADO level = this is their determination.
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Once authenticated in HARP, select “User Roles” at the top:
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And then Request a Role (you can use either the link or the button):
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Visit https://www.youtube.com/watch?v=FHiHggRLq4o.  
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A list of available programs will display.  Select the appropriate role by using the criteria established – The Managed File Transfer role is meant for most users performing basic secure file transfers.  The Managed File Transfer Admin role are for users who will do custom MFT onboarding for a particular ADO / LoB.  The Web User Security Official will approve requests for its roles.
Select Managed File Transfer and click NEXT at bottom of screen.  
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Select your organization for the Managed File Transfer program and click NEXT at the bottom of the screen.
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Each of the organizations will have roles associated with them.  
The options are Security Official role and Web User Role.  Click role and then SUBMIT button.
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Under Pending Requests in HARP, you will see the name of the role you applied for and the status.  Once the role is approved, you will have access to MFT.
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Once approved as a web user, you will access the application at:  https://mft.harp.qualitynet.org/mft-signin/login.  You will use your HARP credentials to log in.
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When going through the registration process for HARP, you had the option to select an authentication mechanism.  Depending on the authenticator you used, you would see the following as an example if you chose to have a code sent to your phone:
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Upon successful authentication, you will be immediately routed to MFT via SSO.
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