
 
 

   

 
    

  
    

 

 
 

 
 

July 10, 2024 
  

  
 

HSTS Preload update for All URLs - Netsparker Finding 

Summary: The Cloud Operations and Maintenance (CCOM) Operations team will be applying 
HTTP Strict Transport Security (HSTS) Preload to all Uniform Resource Locators (URLs) configured 
on both Production and Non-Production F5s to address a Netsparker finding. 

Action: CCOM Operations Team will select 'preload' under HSTS in the http profile on both F5s in 
Production and Non-Production. 
 
When is this happening? 

Non-Production: 
• Start time: July 12, 2024, at 5:00 p.m. ET 
• End time: July 12, 2024, at 7:00 p.m. ET 

Production: 
• Start time: July 19, 2024, at 6:00 p.m. ET 
• End time: July 19, 2024, at 8:00 p.m. ET 

 
Who will be impacted: All ADOs 
 
What is the impact: No impact. There will be no interruption to any of the application URLs being 
updated. 
 
For any questions, please feel free to reach out to the Cloud Management Team on Slack at #help-
cloud.  

     

If you need additional information, contact us: 
  

https://urldefense.proofpoint.com/v2/url?u=https-3A__hcqis.slack.com_archives_C05J21KUF26&d=DwMFAg&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=k6zHsRgJ09r055rdPVhQo7IMdgQ3pAyYCDjOAvK7sIk&m=rXMz_UiEdDX40o8dtyKMMIJrGE-m02Y84fossyu7EIkhzAjRygMDecpz0yCokh8h&s=YlRh5NS5i_2qOI589MkyG2N5H_KkUSXzVr7mgVOGFmI&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__hcqis.slack.com_archives_C05J21KUF26&d=DwMFAg&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=k6zHsRgJ09r055rdPVhQo7IMdgQ3pAyYCDjOAvK7sIk&m=rXMz_UiEdDX40o8dtyKMMIJrGE-m02Y84fossyu7EIkhzAjRygMDecpz0yCokh8h&s=YlRh5NS5i_2qOI589MkyG2N5H_KkUSXzVr7mgVOGFmI&e=


 

Phone: 1-866-288-8914 
Slack: #help-service-center-sos 

 

 

 
 

 

 

 

Email: 
ServiceCenterSOS@cms.hhs.gov 

 

  
To unsubscribe send an email with a subject of "Unsubscribe-AWS Cloud” to ServiceCenterSOS@cms.hhs.gov. 
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