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Jacqueline Mars - 1st [
Anthropology at Miss Hall's School

Washington D.C. Metro Area - 88 connections -

Jacqueline Mars - 151
Anthropology at Miss Hall's School

TODAY

‘:) Jacqueline Mars « 658 PM

Hello

‘_) Jacqueline Mars « £:32 P

Hi Cupid , Good to view your network , i am an investor ,| always

J5[ Miss Hall's School

Contact info

Highlights

16 mutual connections
You and Jacqueline both know Chung Lau, Siva Natarajan, Ph.D,, and 14 others

honered and inspired to meet great profile and great men like you, i
am hoping to see how well we can work together in future has i
have just activated my Linkedin! Jacqueline

@ Cupid Chan « 9:02 P
Welcome to Linkedin, Jacqueline! Let's keep in touch and see what

Experience
Co-Founder

AMERICAN CANDY CO LIMITED
Sep 1982 - Sep 2001 - 19 yrs 1 mo

Education

#i@m  Miss Hall's School
:T%K Anthropology.

can we work together in the future,

Jacqueline Mars - 10:02 P
Absolutely

I am an investor and an anthropologist.i am from Washington DC
but presently based in The plains, Virginia. i am also founders of
the American candy company Mars, Incorporated.
WWWw.mars.com

e Cupid Chan - 10:13 P
I'am in a Virginian too. Nice to meet you!

Jacqueline Mars - 10:15 P
Same here
What do you do?

Cupid Chan - 10:18 PM
| help organization to leverage the data they have using Al and
Analytics.

For example, use in prevent Fraud, Waste and Abuse, predicting
sales... etc.

‘_) Jacqueline Mars « 10:19 P14

Interesting

‘) Jacqueline Mars - 10:21 P\

| would like you to share with me in exclusive about yourself and
what you do in your industry, what potentials you have. And how
profitable it is..as | am seeking to invest in private organizations,
Government organizations and even individuals..This is why | am a
business woman and rated world wide.

9 Cupid Chan « 10:25 Pl
By "exclusive", you mean in what sense?
‘) Jacqueline Mars - 10:26 PM
Yes, exactly
e Cupid Chan « 10:29 PM
I am sorry, but exactly what?

HCD Center of Excellence
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LinkedIn Story to be
continued...
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10 seconds Polling Question

Have you watched the movie “Catch me if you can”?
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Fraud, Waste, Abuse and Error

X N 3] X

Fraud Abuse Waste Error
Intentional Deception Bending the rules Inefficiency Unintentional fault
Hulll'lan-Centered
’.?:jg';v,muwe CCSQ WORLD USABILITY DAY 9

FIG. 1 What data analysis techniques do organizations use to fight fraud?
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o
B

Exception reporting/anomaly detection
Automated red flags/business rules 18

Data visualization .

I 0
22%

Predictive analytics/modeling

Link analysis/soclal network analysis 13%,

3

Text mining
16%
Geographic data mapping 10%
-
Artificial Inteliigence/machine learning 25%
7%
Emotional tone/sentiment analysis 9%
0% 10% 20% 30% 40% 50% 60% 70%
. Currently use Expect to adopt In next 1-2 years

https://www.forbes.com/sites/louiscolumbus/2019/08/01/ai-is-predicting-the-future-of-online-fraud-detection/#1a19bfa374f5
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10 seconds Polling Question - 1

* Credit card Fraud
¢ Healthcare Fraud
* |dentity Fraud

Human-Centered
Design

Center of Excellence

Which of the following popular fraud costing the most?

CCSQ WORLD USABILITY

11

* Healthcare fraud: S68
billion per year
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HHS gov F——— S e
About HHS. Programs & Services Grants & Contracts Laws & Regulations Rank+  Name GOP (IMF 19) GOP (UN “18) GDP Por Capita 2019 Population =
1 i 7 1 United 21.34 trill 18.62 trill $64.865 329.084.917
Leadership + HHS FY 2018 Budget in Brief - CMS - Overview G i -
2 China 14.22 trillion 11.22 willion 89,815 1,433,783,686
—~  Topiesonthis Vi for Medicara & Midioaid Bucost Overviaw | ELdoatary.
TR & FiefivTncs ok an L - N RN 3 Japan 5.18 trillion 4.84 trillion $40,802 128,860,301
:‘:"“’“ HHS Coningency Stafting Fl Germany 3.96 trillon 3.48 wilion 547,462 BI517.045
Centers for Medicare & Medicaid Services (CMS): Overview
5 India 2.97 willion 2.26 wrillion 82,175 1,366 417,754
HHS FY 2020 Budge! in Briel The Centers for Medicare & Medicaid Services ensures.
) 2.83 trillion 2.85 trilion $41.695 67.530,172
FY 2020 Annual Performance promotes qualty care for bengficiaries.
Repert 7 France 2.76 brilion 247 wition $42.402 65,129.728
a0 B Kt CMS Budget Overview s i 203 trlion 186 viion s33458 50,550,075
(©ollarsin maions)
FY 2019 HHS Cantingency Staffing e o i 100 iion ] BIMY
g5, CurrentLaw il @NEWS VIDEO LIVE sHOWS 2020 ELECTIONS jol 183 willion 46,487 ATAI04T
FY 2018 Anfwal Performance 1.41 willion $32.341 §1.225.308
fopon Medcare 2
R e Medicare Funds Totaling $60 Billion Improperly Paid, 1aen 100 w8225
- 1.24 trillion $30,578 46.736.776
P e Report Finds
AGF - Overview 1.30 willion $56.223 25,203,198
R By JIM AVILA, SEREMA MARSHALL AND GITIXA KAUI
ACL 1.08 trillion 973 127,575,528
Oths Hoalth nssancs Pograns
oG, 932 26 bilion 84,068 270,625,568
i T Conter o Mscare 158 Mocics nncva
77723 6880n $53,450 17.007.130
s cHIP Tota Net Dutiays, Current Law
S Madkcare 639,62 biion §22.244 34.268.528
668,85 bilion $82.358 8501385
. .
> ] I rl I O n 863,71 biion $8.465 83428815
$25.208 23,773,876
http://worldpopulationreview.com/countries/countries-by-gdp/
e y ief/cms overview
WATCH | Investigation Reveals Billions Lost in Medicare Fraud http://abenews.go.com/Politics/medicare-funds-totaling-60-billion-improperly-paid-report/story ?id=32604330
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Medicare
Provider
tilization and

Payment Data
Physician and
Other Supplier

CMS gov [re——— ot
.
Centers for Medicare & Medicaid Services
Medicare-Medicaid Private  Innovation  Regulations &  Research, Statistics,  Outreach &
Modicars;  MsdicaldiCHIP ‘Coordination Insurance  Center “Eiidance Data & Systoms Education
Home > Research, Statistics, Data and Systems > Medicare Provider Utlization and Payment Data > Phy Suppler

Medicare Provider

Madicare Provider Utifization and
Payment Data: Physician and

Other Supplier

Home | About CMS | Newsroom | Archive | 3 Share @) Help L Print

Medicare Provider Utilization and Payment Data: Physician and Other
Supplier

The Physician and Other Supplier Public Usa Fils (Physician and Other Supplier PUF) pruwﬂumhmmnm senvices
and procedures provided to Medicare beneficiaries by physiciz and other

and Gitr Suppler PUF containg information on tizalon, psyment (alows: smount and Medicare payment), and
e charge Organiee by Notondh Provder e OUP1). HeaRhcare Comrn Prceduss Gofieg Systar

Payment Data: inpatient
Medicare Provi

Payment Data: Oyipat

Medicars Provider Ut

jon and

nd place of service. This PUF is data for
Mecicare benefires enaled i he fee-or-service rogram. The dota nthe Physican and Other Suppler PUF
covers calendar years 2012 through 2017 and contains 100% final-action physician/supplier Part B non-institutional line.
items for the Medicare fee-for-service population.

B e T While the Physician and has a wealth of i utiization PartB
services, s numbefo' Imitations. Of particular importance is the fact that the data may riot be
g 1 p as it only includes information on Medicare fee-for-service beneficiaries.
Payment Data: Roferring Qurably In addition, the data are not mlendnd lmmﬂnlu a Y d nat 1o account for
Meics) Equipment, Prosthetics, differances imitations, p the

Orthatics and Surniies

methodology document available beiow.

tedicare Physician and Other Supplier Data CY 2017
Medicare Physician and O

Medicare Physician and Other Supplier Data CY 2015

: Megicare Pt d Other Suppiier Data GY 2014
Medicare Physician and Other Suppiier Data CY 2013
Aionton e Exmtol e Medic pny ian and Other & = Data CY 201,
Sy Medicar ther Supplier Data
Leas this data can be sent 1o MedicareProviderDala@@oms. hhs,aov.
tificat pm—

sl ing Faciities il piease sign up for Data GovDelivery su
Legasy Wedicare Providar Downloads
Utilization and Paymant Data:

Meg and Other Supplir PUF [PDF. 357KB) &

Medicars Physician snd Other Sugplier PUF Frequently Asked Ouastions (POF, 135K8) %

Public Comment on the Release of

Medi ician Data

Page last Modified: 07/12/2019 10:23 AM
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2012

2013

2014

2015

2016 2017

It NP — # i £ ool - # ool l

e NPPES_PROVIDERLAST_ORG_NAME M NPPES PROVIDERLAST.ORG NAME 7 nppes_provides_last_om Rame RC nppes._provides_last_org_name e NPPES_PROVIDER_LAST_ORG_NAME A nppes.provider_lasLorgname

T NPPES_PROVIDER FIRST_NAME < NPPES_PROVIDER._FIRST mc nppes_provider_fist_name mc appes_provider.| Fc NPPES_PROVIDER_FIRST_NAME s nppes_provider_first_name

R NPPES_PROVIDER_MI R NPRES_PROVIDER_MI r8C nppes_provider mi mC nppes_provider_mi Pec NPPES_PROVIDER_MI o

Jc  NPPES.CREDEHTIALS o oo pensedinini s i sl eves crapsaLs e oppes rsdeniss

I_ NPPES_PROVIOER_GENDER L NPPES_PROVIDER GENDER & i peonider qender o & NPPES_PROVIDERGEMDER 2 ooesoiomdegete l

mc NPPES_ENTITY_CODE sec NPPES_ENTITY._CODE fac  nppes_entity.cade - nppe ety cole M NPPES_ENTITY_CODE WC nppes. entity_code

1o NPPES PROVIOER STREET! joc NPPESPROVIDERLSTREET! e nppes prvidr shen] = nppie o swer) e HPPES.PROVIDER STREET) o oppes. proder st

#ec  NPPES_PROVIOER STREET2 e NPPES_PROVIDER_STREET2 wc  nppes_provider_street2 . nppes_provider_street2 < NPPES_PROVIDER_STREET2 WC nppes_provider_sireet2

RC HPPES_PROVIDER_CITY Fe NPPES_PROVIGER_GITY sac nppes. piovider,city i A ko R NPPES_PROVIDER.CITY nppes.provider,city

# NPPES_PROVIDERZIP 4 NPPES_PROVIDER_ZP 1 nppes_provider_zip nppes_provider_zip #  NPPES_PROVIDER_ZIP nppes_provides_zip
NPPES PROVIOER STATE M NPPES PROVDELSTATE M oopes.providersate B nopeasiondecs M HPPES PROVIDER STATE N oppesprovidersste
NPPES.PROVIDER_COUNTRY e NPPES_PROVIDER COUNTRY M nppes_provides_country . nppes.provides_coumry fc HPPES_PROVIDER COUNTRY v nppes.provider.country
PROVICER_TVPE e PROVIDER_TYPE aC provider_type e provider_type Fec PROVIDER_TYPE RO provider_type I
TREDICARE PARTICIPATION INDICATOR MEDICARE. FARTICIPATION INDICATOR rGcare AT pIon mACa T T MEDICARE PARTICIPATION DIGATOR ™ e

© _PLICE OF SERVICE £ _PLACE OF_SERVICE 2 & _place ol_service Fec _ PLAC place_of_service
I# HOPCS_CODE 4 HGPCS_GODE hepes.code #  hepes_code HCPCS_CODE # bepos.code I
. HEPCS_DESCRIBTION e HGPCS_DESCRIPTION mc hepes._description ¢ hepes._description ¢ HCPCS DESCRIPTION %G hepes_desciiption
©  HCPCS_DRUG_INDICATOR WCPCS_DRUG_INDICATOR hepes_dug_indicator © _hepesdrugindicator 53 HCPCS_DRUG.INDICATAR ©  hepes_trug indicator
#  UNESRVC CNT # LINE_SRVC_CNT #  line_srve ent Tine_srve_cnt UINE_SRVE.CNT # line_srve_ent
#  BENEUNIQUE_CNT BENE_UNIQUE_CNT 1 bene_uniguecnt bene_unique.cnt 'BENE_UNIOUE_ONT i beneunique.cnt
# _BENEDAY_SAVC_CNT it _BENE_DAY_SRVC_CNT 3 _benedaysnve_cnt beoe doy srve cnt 4 BENE DAY_SRVC_CHT bene_day_srve.ent
it AVERAGE_MEDICARE ALLOWED_AMT AVERAGEMEDICAREALLOWED_AMT s Blsdcae gowed oy AVERAGE MEDICARE ALLOWED AMT average_Madicare_allowed_amt
3 STOEV_MEDICARE ALLOWED_AMT 4 STDEV_MEDICARE_ALLOWED_AMT average_submitted_cheg_amt avecage._submitted_chig_smt AVERAGE_SUBMITTED_CHRG_AMT W sverage submited chig smi
4 AVERAGE.SUBMITTED_CHAG_AMT AVERAGE_SUBMITTED,_CHAG_AMT average Medicare_paymert_am o s AVERAGE MEDICARE PAYMENT AT 5 average_Medicare_payment_amt
5 STDEV.SUBMITTED.CHRG_AMT STDEV._SUBMITTED_CHRG AMT 48 average Medicare_standard_smt Wt average Medicare_standard_amt H1 AVERAGE_MEDICARE_STANDARD. AMT »
STDEV_MEDICARE PAYMENT AT

16

HCD Center of Excellence



World Usability Day — Catch Me If You Can

Presenter: Cupid Chan

11/17/2020

About 01

[ sumarigun
Online Searchable Database

LEIE Downloadable
Databases

Manthly Supplement
Ruchive

Office of Inspector General

Reparts  Fraud

Compliance  Dxclusions  Mewstoom  Carears

016 has the autharity to exclude individuals and entities

from Federally funded heaith care programs.

This webpage provides information about OIG's exclusion autharity and activities. 01G has.
i

programs for a variety of reasons, including a conviction for Medicare or Medicaid fraud.
Those that are excluded
iterns or services they furnish, arder, or préscribe. This includes those that provide heaith
benefits funded directly or indirectly by the United States (ather than the Federal
Employees Health Benefits Plan).

Subrait s Complaint

AboUtOIG  Reports  Fraud

Exclusions Program
Online Searchable Database
LEIE Downloadable
Databases

Menthly Supplement
Archive

Quick Tips
Waivers
Background Information
) Applying for Reinstatement

Contact the Exclusions
Program

Frequently Asked Questions

Special Advisory Bulletin

Compliance  Exclusions  Newsroom  Careers

LEIE Downloadable Databases

10-08-2020
Last Update
LEIE Database

* 092020 Updated LEIE Database (CSV}

Current Monthly Supplements

* 09-2020 Exclusions {CV)

+ 092020 Reinstatements (CSV)

* Monthly Supplemen

Profile Updates

* 09:2020 Profile Corrections

List of Excluded Individuals and Entities (LEIE

€OVID-19 Portat

Related Information

Instructions and information
About the LEIE Files.

File-Type Questions?

Erequently Asked Questions
concerning the CSV file type.

0IG of. the List of and Other Guidance
Quick Tips. Excluded | is/Entities (LEIE entity on the LEIE
Walvers may be subjectto eivil monetary penalties {CMP). To avaid CMP liability, health care entities. Exclusion Authorities Current Record Layout
check the
Background Information it Swt:::’:ag;‘;:'r‘:'dm' snd + Current Database Record Layout
Agplying for Reinstatement.
RBC  LASTNAME
mBc  FIRSTNAME
ABC  MIDNAME
.
B Mandatory Exclusions
ABC  GENERAL
Social
ABC  SPECIALTY Security 42UsC§ Amendment
Act
rec  UPIN
1128(a)(1) lfzoa'”a) Conviction of program-related crimes. Minimum Period: 5 years
RBC  NPI (1)
asc  DOB 1128(2)(2) 1320a-7(a) Conviction relating to patient abuse or neglect. Minimum Period:
(2) 5years
REC  ADDRESS 1128(2)(3) 1320a-7(a) Felony conviction relating to health care fraud. Minimum Period:
(3) 5years
mec  CITY
1320a-7(a) Felony conviction relating to controlled substance. Minimum
B STATE 1123(a)(4) ) Period: 5 years
# zip 1128(c)(3) 1320a-7(c) Conviction of second mandatory exclusion offense. Minimum
(@) 3)(G)(0) Period: 10 years
ReC EXCLTYPE
1128(c)(3) 1320a-T(c) Conviction of third or more mandatory exclusion offenses.
(O EXCLDATE (G)(ii) (3)G)(ii) Permanent Exclusion
ABC  REINDATE https://oig.hhs.gov/exclusions/authorities.asp
mec  WAIVERDATE
mec  WVRSTATE

18
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Define what is fraud based on the data set

One Year Before Excluded Date Excluded Date
Excluded Date
Starts Ends

Starts

All HCPCS within the period are considered fraud
for the NPI

Human-Centered
Design

Center of Excellence

CCSQ WORLD USABILITY DAY

19

19

Overall data ingestion flow

T PP Medicare_Provider_Util_Payment
a 2 Ao
o 2002 recipe Combined_ Medicare FWA_Dats P
&
0o
88 -
L] a
O] e B
Payment
L |
2004 Meticare Provd UL 2014 reipe
et
*m
2015 Medicars_Provider Uil 2015 rocipe
oot PUF bt
L a
2016, Medicars,Provide 2016 rocipe
et P
a2
2017 esioe
Human-Centered o -
Design LRl ] B
Center of Excellence @ R e =

CCSQ WORLD USABILITY DAY

20

20

HCD Center of Excellence
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Final data set structure

RBC

REC

##

#i

provider_type
nppes_provider_gender
hcpes_code

line_srvc_cnt

bene_unique_cnt
bene_day_srve_cnt
average_submitted_chrg_amt
average_medicare_payment_amt

fraud

Human-Centered
Design

Center of Excellence

Provider’s specialty, e.g. Internal Medicine, Dermatology

Provider Gender

Procedure or Service performed by the provider

Number of procedures or services the provider performed

Number of distinct Medicare beneficiaries receiving the service/procedure
Number of distinct Medicare beneficiaries per day by the provider
Average charge the provider submitted for the service or procedure
Average payment made to a provider per claim for the service

Fraud label based on the logic described before

CCSQ WORLD USABILITY DAY

21

21

Let’s predict using Machine Learning!

Based on my rich experience in Al @ | can build a model
guaranteed with 99.9% accuracy within 10 seconds!

EVERYTHING

IS

Human-Centered
Design

Center of Excellence

NOT Fraud

CCSQ WORLD USABILITY DAY

22

22

HCD Center of Excellence
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Confusion Matrix

Predicted Class

* Total: 54,337,938 Positive Negative
* Normal: 54,333,245
« Fraud: 4,693 (0.0086%) ositive

Actual Class

Negative

Human-Centered
Design
Center of Excellence

23

Problem1?

Imbalance'of the data

HCD Center of Excellence 12
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Data
Discrimination
— Minority
Class

* Credit Card Fraud
* Manufacturing Defect
* Rare Disease Diagnosis

* Natural Disasters

Potential Solution for
Class Imbalance

* Decreasing Majority
e Random Under Sampling (RUS)
* Increasing Minority
* Random Over Sampling
* Replicate Minority Observation

* Synthetic Minority Oversampling
Technique

26

HCD Center of Excellence

11/17/2020
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Random Under Sampling (RUS)

50% 60%

Human-Centered

’ Design
| Center of Excellence

Normal:

54,333,245

70% 80%

CCSQ WORLD USABILITY DAY 27

27

1 impert tensorflow as tf
3 CATEGORTCAL.COLUMNS = ['nppes_provider_gender', '
3 INT_COLUMNS = [*line_srvc_cnt', 'benc.

4 FLOAT_COLUNNS = ['average_subnitted_chrg ant’,

bene_day_srve_ent" |
average_nedicare_paynent_ant' ]

7 feature_columns = [}

me. i CATEGORTCAL_COLUMNS:
ratnl feature_name] .unigue()

append (tf . feature_colunn. cal

tegorical_column_with_vocabulary_list(feature,

12 for feature_nane in FLOAT_COLUNNS:
3 feature_colurns.append(cf. feature_column.nuseric_coluan(feature_nase, deypestf.floatsz))

15 far foaturs_name in INT_COLUMNS:
6 feat

append (tf . feature_colunn _colunn(feature_name, deypestf.{ntls))

18 4 Use since this s
i3 NUN_EXAMPLES = leniy_train)

f make_input_fn(X, ¥, n_epochschone, shuffle=True):
det Snput_tn():

2 hsstlo
28 " In = t

2 dataset = dataset.batch(NUK_EXAMPLES)

3 raturn dataset

return fnput_fn

ning Luation fnput functicns.
24 teatn_foput_fn + moke_input_fn(dferatn, y_train)

35 eval input_fn = make_inpu_fnidfeval, y_eval, shuffle=False, n_epochs=1)
37 n_batches = 1

38 est = tf.estimator.BoostedTreesClassifier(feature_coluans,
n_batches_per_Layersn_batches)

6 rasolt = est.evaluate(eval_ingut_tn)
o7 clear_outputl)
a8 printipd. sertescresult))|

: &0 N
o7 &

2 2 & L 09

Using 50:50 Class
Distribution

Bev-x

abutary})

TensorFlow Boosted
Tree Classifier

Accuracy: 0.760789
Precision: 0.706313
Recall: 0.857778

AUC: 0.845611

CCSQ WORLD USABILITY DAY 28

28

HCD Center of Excellence
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Potential Improvement

* Add back Geographical information to the data set in analysis

* Add beneficiary data to form a graph analysis. Right now we only
analyze from Provide side

* More granular e.g. by type

* Add more metrics (Medicare Standard Amount, Medicare Allowed
Amount)

* Alot of missing NPl in LEIE. looking up missing NPl numbers in the
National Plan and Provider Enumeration System (NPPES) registry

Human-Centered
’ Design CCSQ WORLD USABILITY DAY 29

Center of Excellence

29

Even with those improvements, there are
still limitations

» Tagged data not always be available {

* Not good for emerging anomalies
with entirely new and more
sophisticated forms

Human-Centered
’ Design CCSQ WORLD USABILITY DAY 30

Center of Excellence

30

HCD Center of Excellence 15
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Unsupervised
Learning

* Good for detecting Outlier, but it
doesn’t mean that is Fraud.

It provides hint to start finding
Fraud.

31

Qutlier

<
L% :.“-w .
Z"nxa};: 2

o 8%,
° 3%5
®

“ 2 o 2

X Y X

Human-Centered
Q?“'E" CCSQ WORLD USABILITY DAY 32
enter of Excellence . . " ) .
https://miro.medium.com/max/1944/1*BaOiTGWAOFi-3 -E-rJGdg.jpeg

32
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Unsupervised Clustering

Original unclustered data Clustered data

Human-Centered
e s CCSQ WORLD USABILITY DAY 33
http://www.frankichamaki.com/data-driven-market-segmentation-more-effective-marketing-to-segments-using-ai/

33

Dtual Arlt

HCD Center of Excellence 17
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10 seconds Polling Question: Which point is

considered outliner?

Nearest Neighbor Approach

- By distance

- Having the largest distance away from
closest points

- Only plis considered outlier

Human-Centered
Design

Center of Excellence

L4 °
e o ° ® o
° o, ® 0 oo .o
° ° ® o o ® e ° L d °
e ©®°oo ...' ®eoo0o e
® o .. ® o9 ° ® e e
p3, ° ®o o0 ® 0
° i °®
[ ]
Density based Approach
By density
Having the lowest density among
pl closest points
© - Both pl and p2 are considered outlier

CCSQ WORLD USABILITY DAY 35

35

10 seconds Polling Question -3

You must know her for this 3™ approach

Human-Centered
Design

Center of Excellence

Who is she?

e She committed a $100M fraud in
a European bank last year by
guessing the admin password
using Al algorithm

* Sheis an actually a man dressed
in disguise to fool the airport
security smuggling 500 fake
passports (with valid passport
numbers produced by Al) in US
last year

* The person inventing this 3
approach Al algorithm

http://stylegan.xyz /paper
https://github.com/NVlabs/stylegan

CCSQ WORLD USABILITY DAY 36

36

HCD Center of Excellence
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Learn

from

Human-Centered
Design

11/17/2020

Semi-Supervised Learning

~  Real
Samples

Generate Fake

Is

Generative Adversarial Networks (GAN)

D

Correct?

Fine Tune

Training

cente e Exgsiiercs https://www.youtube.com/watch?v=pJBS5SEmIMc CCSQ WORLD USABILITY DAY 37
https://www.27machines.com/machine-learning-basics/
Training the GAN Identifying anomalies
Anomalies
Unsupervised Anomaly Detection with Generative Adversarial Networks to Guide Marker
Hull:lil'l-CentEIEd Discovery: Thomas Schlegl, Philipp Seeb ock, Sebastian M. Waldstein, Ursula Schmidt-
Design Erfurth, and Georg Langs (Medical University Vienna, Austria) CCSQ WORLD USABILITY DAY 38

Center of Excellence

http://arxiv.org/abs/1703.05921
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But we are talking about
FWA, right?!

E Generative Adversarial Networks (GAN) for FWA
Real
Samples §
= '
Discriminator IsD
/ ) Correct?
R ——
Generate Fake
data
Learn{from ==
Generator
G
Fine Tune|Training
https://www.youtube.com/watch?v=pJBS5SEmIMc
https://www.27machines.com/machine-learning-basics/

40
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Traditional GAN

4B malicious users
\% A generated samples
¢ benign users

..........
b4 A ‘ ........................ ,‘ |
...............
e
% . 3 A
AN
-, M
*® i,
A ’ ..................
Human-Centered
' Design

Center of Excellence

CCSQ WORLD USABILITY DAY 41
https://arxiv.org/pdf/1803.01798.pdf
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One-Class Adversarial Nets (OCAN) GAN

B malicious users B malicious users
v A generated samples \% A generated samples
¢ benign users 3¢ benign users
A
A %4 e
s % A" A, : A ‘A £ Wl
A g AR % A T g M
A Rag ) %A sd/ O AR R L
% .o MA AX®S - K _.Tee W ®x*® A
A 3 wAX e e * 9
A% %yx 0 %54 % X st %% g A
A R x‘ A AX A % 9 x
x %, %K e MK R
B, SRR
® B
(a) Regular GAN (b) Complementary GAN

Human-Centered
Design

Center of Excellence

CCSQ WORLD USABILITY DAY 42
https://arxiv.org/pdf/1803.01798.pdf

42
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Advantage of One-Class Adversarial Nets

* No need for fraud data
* No need to manually prepare a mixed training data set, which is usually
has a very few fraud data to start with
* Discriminator will take in either real benign or generated
malicious
* More adaptive to different kinds of malicious behavior

* Adapt to newly emerged normal user pattern

Human-Centered
Design

Center of Excellence

CCSQ WORLD USABILITY DAY

43
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Recap: What we have talked about so far...

'B ,.-:i‘

Human-Centered
Design

Center of Excellence

CCSQ WORLD USABILITY DAY

a4

44
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Al Recipe for Data Kitchen (for Machine Learning)

https://www.linkedin.com/pulse/airon-chef-cook-up-ai-your-data-kitchen-cupid-chan/
https://www.youtube.com/watch?v=xifaCq4F7bj

9 o

Data Scientists /

Data Engineers

Domain Expert /
@ o P 0 End Users
Human-Centered Data Annotator pos

| Design CCSQ WORLD USABILITY DAY 45

B Center of Excellence

45

Human-Centered Al — Machine Learning and
Teaching

Machine learns from data

Teaching in Input:

annotating correct data Teaching in Output:

making appropriate
decision

Machine makes decision
Collaborate and based on the model learnt
teach in and provides service

decision making

Service consumed by human a

. —

Human-Centered the data, and
. Desi .
B oo of xcellence find doubts CCSQ WORLD USABILITY DAY 45

HCD Center of Excellence

23



World Usability Day — Catch Me If You Can
Presenter: Cupid Chan

11/17/2020

Fraud Analysis MicroStrategy X

- Medicare Payment Amount Fraud Analysis : Payment Dotails 2 X
.
MEDICARE PAYMENT AMOUNT A & Select Provider Type: Select Fraud - True or False: Search HCPCS Code:
FRAUD ANALYSIS ] (oo ] _
e Er—
Fraud Count - . 4192 15600
M P won wame
¥ % i
%, 363 _-— ]
3 omom wan wame
P 7 saoe
- M
5 45,088,084 i .
< = N wamn s W m m e
Bt
5 > woow mm  wmn
e 38352 132 prev— e ———r——
$ = ” 4 —
s
= 15631 9133
= 22,430,803 =
8= Gontirm/Rect
Cantim =
.
_ Add ustitcation
= Other evidences a0 support that the '
T $171.12 . T by .
-
5™ a7
L Center of Excellence

47

IWhen you talk about Al, think of IA!

Artificial Intelligence

In Speaker Packet: There is zero tolerance for savgmasquerading as educational or informational.

Intelligence Augmentation

Human-Centered
’?9‘"“; e €CCSQ WORLD USABILITY DAY 48
enter of Excellence
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Al + Bl = CI

Al (Artificial Intelligence) — Excellence
in learning with speed

Bl (Business Intelligence) — Historically
proven to enable human intuited the
direction

Cl — (Cognitive Intelligence) -
Intelligence by combining the Speed of
how a Machine Learn and Direction
Intuited from Human Insight

Human-Centered
Design

Center of Excellence

2017 CONFERENCE ON HEALTHTT AND
ANALYTICS (CHITA)

Ibrant setting to diseuss
s and challenges in the design, implementation and management of health
technology and analytics. Its qoal is to deepen our understanding of strategy,
policy and systems fostering health IT and analytics eHective use and ta stimulate new
ideas with both policy and business implications.

‘This forum provides a productive venue to facilitate interaction and collabaration among
‘academia, qavernment, and industry, Now in its 8th year, each year CHITA draws aver 100
participants.

Hosted by the Center for Health Information & Decision Systems (CHIDS), support for
CHITA is provided by the Robert H. Smith School of Business and the University of
Michigan School of Public Health.

you will juin us for thi . stimulating and fun event!

FEATURED SPEAKERS

Martin "Marty” Makary,
Chief, Istet Transplant
9 Surgery, Professor, NYT s
W best-selling author o i
PP 5 onns mophins university

T Senool of Medicine

Warren D.0'Souza
Vice President, Enterprise:
Data ang Analytics
Univarsity of Maryland
Medical System

FEATURED PANELISTS

Cupid Chan Bems Padman

Chiet Tecnnology Ofticer Protessor of Management

Index Analytics Science and Kealthcare
» Informatics

Carnegie Mallon University

Anna T, Fernandez Chartes Gabrial

Serior Associate, Health Analytics & Data Science
Informatics Manager

Booz Allen Hamilton Defense Health Agency

B koo Chang Shin HonaYy
B sciutions Architect Professor af
nviDIA | ouantitative Heaitn

Sciences

49

... LinkedIn Story
continues

Human-Centered
Design

Center of Excellence
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| decided to find my most knowledgeable friend
for help

EBED e L Q
AN EMews ) images [JVideos [ Books Selings  Teols
About 20,200,000 results (0.59 seconds)
W Wikipedia » wiki » Jacqueline_Mars =
Jacqueline Mars - Wikipedia
Jacqueline Mars (born October 10, 1839) is an American heiress and investor. She is the i
daughter of Audrey Ruth (Meyer) and Forrest Mars, Sr., and granddaughter of Frank C. Mars, Jva ueline Mars <
founders of pany Mars. American Investor
Education: Miss Half's School  Parent(s): Forrast Mars, Sr. (1904-1999); Audr..
Born: October 10, 1839 (age 80)  Relatives; Frank C. Mars (grandfather); Forrest ...
Career - Parsonal Iife = ,. i B
aughter of Audrey Ruth and Fomest Mars, Sr., and granddaughter
People also search for L

of Frank C. Mars, founders of the American candy company Mars,
victoria b.mars  alexandra badger Incormoratad. Wikipedia

john frankdyn mars  forrast mars ¢

Born: October 10, 1838 (age 80 years), United Kingdom

Nt worth: 29.4 billion USD (2018)
Rasidence: The Plains, Virginia, U

stephen m. badger hank vogel

: (formerly Bedminstar, NJ)

People also ask Grandchildren: Victoria B. Mars. Marijke Elizabeth Mars, Valerie

Mars, Pamela Mars-Wright, Pamela Diane Mars

Where does Jacqueline Mars live? v
Children: Stephen M. Badger, Forrest Mars Jr., Alexandra Badger,
How old is Jacqueline Mars? - Christa Badger
Did you know: Jacqueline Mars is the third-wealthiest female
How rich is the Mars family? v billionaire by net worth in the world. wikipedia.org
Who owns Mars Inc now? v People also search for View 15+ more
Foadback M

F Forbes profis » jacqueline-mars ~ 1
Jacqueline Mars - Forbes Alice John Forrest Forrest Yang

Jacqueline Mars owns an estimated one third of Mars, the world's largest candymaker, founded Walton :MW" 2”"9 o, :‘5'5 Hulyan

L SRS i rs Son aner
Human-Centered
Betig CCSQ WORLD USABILITY DAY 51
Center of Excellence
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@ Cupid Chan - 10:29 PM

| am sorry, but exactly what?

‘ Jacqueline Mars « 10:31 PM
‘What you do in your place of work and the profitable it is.

Cupid Chan - 10:3
i see

Cupid Chan is typing...

‘) Jacqueline Mars - 10:38 P14

Don't you want to talk to me about it's fine I'm sorry &

Q Cupid Chan « 10:38 M
Cupid Chan is a seasoned professi who is well lished in
the industry. His journey started out as one of the key players in
building a world-class BI platform. Aside from holding various

tarhniral arcraditatinne hic frradantial avtande inta hiicinace

‘) Jacqueline Mars - 10:42 PM

wow
Cool

52
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The real: Frank Abagnale
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How to fight conduct

Fraud, Waste 7

and Abuse using ,}7
. N\ /

Machine N\ 3
Teaching? v

Human-Centered .
' Besign- Deception i \

Center of Excellence

Anonymous Hacker

Vulnerability
WORLD H-SABHA+F- DAY
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Cupid Chan

* Board of Directors and Technical
Steering Committee, Chairperson of Bl
& Al Project, Linux Foundation ODPi

* Senior Fellow & Adjunct Professor,
University of Maryland College Park

www.linkedin.com/in/cupidchan/
@cupidckchan

56
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