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Planned Activity

Planned Actions: Upgrade Splunk from version 8.2.3 to version 9.0
Impacted Application Development Organizations (ADOs): All ADOs and Ventech

Planned Downtime: We are upgrading Splunk today, August 12, starting at 6:00 p.m. and
potentially lasting up to 10 p.m. ET.

What To Expect: There may be intermittent connectivity issues during the Splunk upgrade window
from 6:00 p.m. to 10:00 p.m. ET, but most users should not experience an outage.

The vulnerability, CVE-2022-32158, has a CVSS score of 9.0. An attacker taking advantage of the
flaw could execute code on endpoints connected to a particular deployment server. Splunk released
patches only for Splunk 9.0; users of older versions need to upgrade to 9.0 to patch. We have
upgraded Splunk Universal Forwarders. But in order to apply the patch to the Splunk application, we
need to upgrade to 9.0.

If you need additional information, contact us:

Phone: 1-866-288-8914 Save time. Submit and Track your ticket! Email:
Slack: #help-service-center-sos VISIT CCSQ Support Central (‘k ServiceCenterSOS@cms.hhs.gov
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