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Update: Inbound and Outbound Internet Gateway for
Non-Prod Environments

Non-Prod Migration Scheduling

The QualityNet Network Team is ready to start scheduling non-prod migration dates with the
Application Development Organizations (ADOs).

e Between 1/31/22 -2/18/22, the QualityNet Network Team will focus on pilot ADO
migrations.

e Multi-Tenant ADOs will be contacted by the QualityNet Network Team between
1/31/22 -2/18/22, prior to any migration work.

e Single-Tenant ADOs can select non-prod (lower environments) migration cutover
dates and timeframes beginning 2/22/22. Migration windows will be in time blocks to
allow time for testing and triage activities, if needed.

e The Customer Success Managers (CSMs) will coordinate the scheduling effort using
the Confluence tracking page under the ADO Calendar tab.

Migration Strategy

e The Inbound Gateway migrations will focus on lower environment URLs, and the
Outbound Gateway will focus on the Virtual Private Cloud (VPC) level. The QualityNet
Network Team has the inventory and will confirm with the ADO before migrations
start.

Testing Expectations
Once the URLs and VPCs are migrated for non-prod environments and the Network Team
completes their checks, the ADOs must validate the following:

e Confirm that any application(s) migrated is working as expected for both inbound and
outbound traffic, as appropriate.


https://qnetconfluence.cms.gov/display/HIDS/Network+-+Inbound+and+Outbound+Internet+Gateway+Enhancements#ADOCalendar

e Validate application functionality, confirm external resources or connections
communicate as expected, and ensure that the traffic originating from internal
resources reaches the intended destinations.

e Work with the Network Team to triage any issues and be prepared to roll back any
changes, if needed.
Need More Details?

e Join the HCQIS Chat on February 3, 2022, from 1:00 — 2:30 p.m. ET, for a
presentation.

e Please check Confluence for updates on this effort and contact your CSM if you have
questions or want a discussion with the QualityNet Network Team.

We appreciate all your continued support of this initiative!

If you need additional information, please contact us by phone at 1-866-288-8914, Slack at
#help-service-center-sos, or by email at ServiceCenterSOS@cms.hhs.gov.
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