QualityNet | HARP

Alert December 21%, 2021

Planned Activity

Planned Actions: HARP v14.9.1 Release, 12/21/2021 at 8:30 PM ET

Impacted Application Development Organizations (ADOs): All HARP Users

Planned Downtime: 30 minutes (no downtime to users)

What To Expect:

Security researchers identified a vulnerability in Log4j 2.15.0 that could lead to a denial-of-
service attack in certain non-default configurations. As a result of this moderate vulnerability,

HARP will upgrade to Log4j version 2.17.0.

JIRA Stories: https://anetjira.cms.gov/projects/ESST1/versions/25563

If you need additional information, please contact us by phone at 1-866-288-8914, Slack at
#help-service-center-sos, or by email at ServiceCenterSOS@cms.hhs.gov.

To unsubscribe send an email with a subject of "Unsubscribe" to harp-intdev-
leave@mailer.qualitynet.org
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