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While keep everything private may not be 
enough

In What We Trust?!

Cupid Chan
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Have you heard about…
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Cooking Program?
Game Show?
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But few weeks later…
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Kid’s game 
for Adult
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Drama 
about the 
struggle of 
Conscience 
and Desire



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Winner’s Prize

6

45.6 Billion Won = 39 Million USD
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One of the answer:
“IN GOD WE TRUST”

• Official motto of the United States adopted by the 
U.S. Congress in 1956,

• Printed on paper currency since 1957
• First appeared on the two-cent piece in 1864
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Few key questions throughout the show
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Shall I Trust my team and share 
the secret so that we can win 

together? 
What if they take my advantage 

and turn that against me? 

Is it more Ethical
to give money 
back to losers’ 

family, or since I 
am the winner so 
I should have all 

the prizes?

Should I weight my 
Integrity higher than just 

to win a game?
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And, at a 
different level, 
aren’t we asking 
similar questions 
everyday?
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Shall I Trust my coworkers and share that 
trick so that we can finish this project 
sooner? What if they take it and use that 
against me? 

Is it more Ethical to give data back to the 
patient as it’s their health history? Or, since 
I am the one paying the system to capture 
the information, I should keep it to myself?

Should I weight my Integrity higher than 
my own family financial situation?
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Degeneration of Trust
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Data is fire, fueled by AI
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In Nothing We Trust

• Maximize Privacy

• Keep data only to myself

• Never share

• Never leak



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Facial Recognition
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https://abcnews.go.com/Politics/wireStory/states-push-
back-facial-recognition-police-77510175 https://www.nytimes.com/2019/05/14/us/faci

al-recognition-ban-san-francisco.html
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Geo-Tracking



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Google Street View
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Even President Obama 
says so…
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In case of some of you get 
confused…

That video was generated by Deepfake
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What’s in common? 
Privacy is not for 

the nature of Data
NOT a Secret or hiding something, but 

how the information flows
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Information Flow
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But, Privacy implies another 
problem

• Information needed for making an educated decision

• Data exists but can never be accessed

• Resolved by Transparency
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No Transparency for verification:
Money laundering
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Information needed for making an educated decision exist, 
but can never be accessed
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Remove accountability for potential Fraud
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Remember the big debate last year about Election Fraud?
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Many great researches rely on data – COVID Vaccine
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In Everything We 
Trust

Because we need Transparency for the 
benefit of our society
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Pareto Trade off between Privacy and Transparency
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Privacy

Transparency

Don’t have Trust,
Hence need more Privacy
To protect one’s being 
harmed

How to raise both Privacy and 
Transparency Ethically?

Need more Integrity
by increasing Transparency
To protect society’s interest
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Public/Private Key Cryptography
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“Hello”
oei4iutwvmerp

?

Sender Receiver

Receiver's Public Key Receiver’s Private Key

“Hello”

Sender can Trust the content 
can only be read by Receiver.
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“Goodbye”

Cryptographic signature
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“Hello”

Sender ReceiverSender’s
Certificate

“Hello”

Ensure message Integrity
and content is really 
coming from the authentic 
Sender



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Homomorphic Encryption
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“Hello”
oei4iutwvmerp

Kjagsnfoe5dsfyr6

?

?

?

“Bonjour”

The System, not human, to 
ensure Ethics

French TranslatorSender
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Differential Privacy
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What’s the average 
age of this group of 

people?

Add a random number 
between -100 to 100 

before sending back the 
response
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Federated 
Learning
• Combine all those 

technologies we talked 
above, PLUS one more

• Machine Learning and AI

https://www.kdnuggets.com/2020/04/federated-learning-introduction.html
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Conclusion: In What We Trust?!
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§ In Something We Trust!
§ That Something is based on the context on the information flow, not what 

the data is
§ In order to increase Trust, Ethics and Integrity, we need to increase Both 

Privacy and Transparency.
§ Technology can help
§ Pistevo – Greek word meaning to Trust and Believe in
§ You shouldn't trust even you see it.



C C S Q  W O R L D  U S A B I L I T Y  D A Y

CEO & Cofounder, Pistevo Decision

Chair, BI & AI Committee Linux Foundation

Senior Fellow & Adjunct Professor, 
University of Maryland College Park

https://www.linkedin.com/in/cupidchan

@cupidckchan

https://www.youtube.com/channel/UCk-
AILeYRy0vuTs4aPck0FA
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