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Background

To begin onboarding, CMS/CCSQ is requiring that all contractors acquire Enterprise User

Administration (EUA) accounts upon contract award.

EUA accounts will serve as each contractor’s only set of credentials and will be used to log into
the HCQIS Access Roles and Profile (HARP) system. HARP is CCSQ’s secure identity

management portal used to request access to QualityNet IT Services.

EUA ID Request Process

STEP ONE:

To begin the EUA process, navigate to the
EUA Front-End Interface (EFI) webpage (EFI)
via following link:
https://eua.cms.gov/efi/signin. Click
register.

STEP TWO:

Next, fill out the form. You will need to
create a username & password, enter your
name, email address and fill out the
required security questions section. Then,
click the blue Sign up button. *Remember
this username and password. You will
need it again. *

Sign In Methods to EFI

assets

CMS Empioyee PIV Card

EF| cuAFontEnd interface  tome A Gue

Please Sign Up

1 you aiready have 3n EF) 3ccount please 80 Aot register 303 You will need 10 use

JDoe123

New User? Cick "Register 12 Create a0 account and begin an automated request 1or ccess 1o CMS

EF| Credentials

Your onginal EF usemame 10 logen
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STEP THREE:
Once registered, an email will be sent with
a link to activate your account.

STEP FOUR:

The link will activate your account. Once
you activate an account, you will see a
successful activation message. Log into EFI
to begin the EUA/PIV process.

STEP FIVE:

Once logged into EFI, a warning will pop up.

Click Agree.
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EF] EUA Front-End Interface

You have successhy registered Please Check your emal for msUIcons 00 Bow 10 aciivite
your sccount

Sign In Methods to EFI
POC and New User Guides here.
Ex151ng User 30 Federal Approver Gukses (nferma) here (Extermar) here

New User? Clck "Register” 10 C/eale a0 5¢C0Unt and DEpN 30 Sulomaed request for access 1o CMS
assets

CMS Employee 1V Card EFI Credentiais

Vs =

== Password

Forgot Usemame?

- Forget Passwoed?

This siie 5 Dest viewed wih IE 9+ and a 1024768 o higher resclution. For assistance, fefer 10 the FAQ 5e¢3on of
the Help Desk at 1-800-562-1963 e Hep Desk Emag
cmCMS

T S TV T 6

EFI| EuAFront-End interface [Home | Fao nn CCMS

Your account s now verfied and active

Sign In Methods to EFI
POC and New User Gusdes here
Existing User and Federal Approver Gukdes (Intemah) here (Extema here.

New User? Cock Regrster 1o Creale an account and begn an aulomated request for access 1o CUS
assets

CMS Employee PIV Card EFI Credentials

Usemame.

Forgot Usemame?

- Forgot Password?

This site & best viewed with IE 9 an3 3 1024x768 or higher resoution. For assistance. fefer 10 the FAQ se¢ton of
the Hetp Desk at 1-800-£62-1963 or Help Desk Emas
o1 CMS.

ge- Ot Fg Logim Resdyfehesh Nest_ ) Detek &) DATAWATONSYSTIMS - s Asane ) Broaheew (] Microsomt Office Home () Stuples = Fedfin® Tracking - Trppi. ) HHS 7454 Badge.

WARNING
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STEP SIX:
Click Access to start filling out the EUA e

request form.

STEP SEVEN:
The following screen shots show the different sections of the form. Populate all fields which
have a red asterisk (*).

If you have acquired a PIV card from Create/Modity Access Request
another agency, please check Yes. You will e e At e et e S
then need to enter your User Principal
Name (UPN) and the agency that issued the
PIV card.

il bo using this PIV 61 CMS and wil not be issued a

NOTE: You must enter your full name P

including your middle name (if applicable). i st

The middle name field does not have a red 0 e o
asterisk (*) but it is a required field. When

entering and confirming your Social Security
Number (SSN) you must enter -‘ex: 222-55-

7777. &, [

If you are not a US Citizen, enter either your e

Visa number, Alien Registration number, or po— o Lo e

Work Permit number. You must also fﬁ':-;j;;;;;m'v ot = r—
upload the required documents. These are gl s

your Passport and Proof of Residency/VISA. Sy i
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Under work address, please enter the
company address & phone number. Check
“no” under “Is this your home address?”
Then enter your home address in the
appropriate fields.

Upload your PIV training certificate,
resume, and OF-306 form in the Additional
Details section. NOTE: DO NOT upload the
entire PIV training document. Only the
certificate.

Select your CMS Region/Facility from the
drop-down list.

Enter the contract number by typing the
beginning part of the contract number and
then a drop-down box will appear. Scroll
the list until you see your company’s
contract number and select it. Click the blue
Submit Request button.
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Work Phone &

2401234567

3
:
H

301:555-5555
Work Adress Line 1 (Whero you peorm work from each day)"

123 Pretend Street

Work Address Line 2

Sune 200

Mok City* Work State* Work Zp code*

- . D - =
T Yor T ST

Yos @ No

Home Address Line 1°

111 Test Rosd

Home Address Line 2

Home Ciy" Home State" Home Zp code®

Rockvilie we v 21854

EFI1 EVAFrontEndinterface  Home  Access-  FAQ  Oudes

a requred dacumentation and ¥anIng by chcHng on e [k
Reminder: The 5t have & wet signature. Diptal signatures are not alowed
Upload PIV Tram o Curment Document

o

Choose File | MPheips_P1Vcert_2021 pat

File types_ po. docx, pg. eg. i, o, peg. Maximam
B

oo 520

Upload Resume Current Document
[(Choose Fie | M Preips R 3_2021 docx

Fie types pd! docx. [pg. jpeg. . O, pag Maximum

e size. 5MB)

Upload Signed Deciaration for Current Document

Federal Employment Form - OF-308"
Choose Fie | MPheips_OP308_2021 pef

File types pdf, docx. jpg. ipeg. 1. 8. pog. Maximum
e so0 5MB)

Upload Oter Document Current Document

[ Choose File | No e chosen

File types. pal. docx. [Dg. [peg. M, B, pg. Maxiemum
fie 520 5MB)

Company Name and the Point of Contact for
the contract that is listed in CAMS will
appear here once the contract number is
selected.

Please make sure o verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

e s best viev  HHS!

Homs HHSND18;

© Additional Details

Appiicant can access the required documentation and fraining by cicking on this ik
Reminder; The OF-306 must have 3 wet signature. Digital signatures are not allowed

Upload PV Training Certficate” Curment Document
Choose File | No tie cnosen

(e types: pd, docx, 199, [peg, 1, U, png. Maximum

tie sz SMB)

Upioad Resume* Curent Document
Choose File | No fie chosen

Foe types.pdl, docx, g eg. M, W, pog. Meimm

file size SMB)

Upload Signed Dectaration for Cusrant Document
Fadsral Employment Form - OF-306"
Choose File | No fhe chosen
(File types: pdt, docx. jpg. jpeg, B, i, png. Maimum
e size' 5MB)

Upioad Other Document Curent Document
Choose File | No fhe chosen

(Fie types_ pdt, docx, 1pg. jpeg, M, i, png. Meximum
e sze 5MB)

CMS Region/Facity”

CO (CENTRAL) Centrai Offce v

Start typing your contract number beiow.

Contract Number® Contract Mod

)

mit. Incorrect information may result in the rejection or delay of your application.

HHSNI16;

68 or hgher resolution. For assistance. refer 1o the FAQ section of the Help Desk at 1-800-562-1953 or
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STEP EIGHT:

Sign your name in the box with your mouse.

Click Confirm and Submit Signature.

STEP NINE:

You will be asked to click Confirm and
Submit again. Then you will receive the
message below, if successful.

STEP TEN:

Getting Started with Enterprise User
Administration (EUA) Reference Guide

Create Signature

| hereby authorize the release of information in this application to appropriate Federal
agencies for the purposes of processing this application and verifying my identity. | also
acknowledge that if | knewingly provide or assist in the provision of false information or
non-verifiable information, and/or | purposely omit information, it could result in less of
access to HHS facllities and IT systems and in disciplinary action including removal from
Federal service or a Federal contract, and | may be subject to prosecution under
applicable Federal criminal and civil statutes

To sign, move the mouse pointer into the "box” and click and hold down the right mouse
button. Releasing the right mouse button stops writing

EF| EUAFontEnd interface  Home  Acess~ FAQ Guices mes Lot CCAMS

Access Request b
B ] £ Peoding POC Approval |
User Details

FullName:  John Doe
EFI Usemame: JDoe123
ser Category and Type: Contractar - IT Develogment and Supgort Convactars

Persanal Detalls

If there are errors on your Form, please make the necessary corrections and submit again.

STEP ELEVEN:

Once you have successfully submitted the application, the Contract Point of Contact will
approve the application, so it can be routed to the COR for next steps.

STEP TWELVE:

Once the COR approves your request, you will receive an email from eua@cms.hhs.gov with

your new EUA ID.

NOTES:

If you need additional assistance, please refer to the CMS Enterprise User Administration (EUA)

Users Guide.
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