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1.0 INTRODUCTION

This guide provides information on the Enterprise User Administration (EUA) system used by
the Centers for Medicare & Medicaid Services (CMS) and the CMS Data Center (CMS DC).
The guide discusses the role of EUA in User ID and password management and provides
instructions for installation and operation of EUA support products available to the user.

EUA is a system used by CMS to manage enterprise User IDs and passwords. It allows for
centralized administration of User IDs on the entire CMS enterprise including the mainframe
systems, mid-tier devices such as AlX or Sun systems, network operating systems such as
Netware or Windows, and database platforms such as Oracle, Sybase, and MS SQL. The
system utilizes online data to automate the approval process for access requests and provides
logging and auditing support.

EUA only manages resources resident at the CMS DC and at CMS Web sites. Therefore, it
does not control Health and Human Services (HHS) provided resources such as the Integrated
Time and Attendance System (ITAS) and Outlook. Users need to manage those User IDs and
passwords through mechanisms provided in those environments. EUA also does not manage
local IDs created in application tables. It does however notify an application maintainer
whenever a user has been granted access to the maintainer’s application.
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2.0 USER CHANGE REQUESTS

All users may submit change requests by sending an e-mail to the CMS Access Administrator
(CAA) responsible for their User IDs. The CAA will enter the request into EUA, where it will
be routed to the appropriate approving authorities. Contractors must immediately notify CMS
upon termination of any employees who hold CMS User IDs. Users may also submit requests
for application access on their own behalf.

Training Videos

There are a series of training video’s that can be found on YouTube.
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3.0 CMS USER ID CERTIFICATION REQUIREMENTS

CMS requires everyone who has an enterprise User ID to complete an annual certification of
their access needs and to take a security Computer Based Training (CBT) course. Users who
do not complete these two tasks by their certification due date will have their access rights
revoked.

Six weeks prior to the due date, each user receives an e-mail message notifying him/her of
the need to certify and complete the CBT. The e-mail contains Web browser links to the EUA
application and to the CBT Web pages.

Beginning two weeks before the due date, a daily reminder notice is sent to those users who
have not completed the certification requirements. If the users do not perform both certification
tasks before the deadline, their access rights are revoked.

Users whose access rights have been revoked due to non-certification must request
reinstatement by contacting the CMS Service Desk at 800-562-1963. Reinstatements will be
granted for a two-week period. If the user does not complete the certification within the two-
week period, the User ID will again be revoked.

NOTE Electronic certifications require approval before the user is considered certified.
Please allow some time for this approval process, i.e., do not wait until the day
before expiration to submit the certification request.

3.1 Off Cycle Certification

CMS employees whose Admin code is changed will need to certify their System Access within
two weeks of the change. This requirement only applies to CMS employees and
Commissioned Corps employees. Admin code changes can be made by CAAs, or by a change
detected in the nightly Human Resources (HR) feed.

Contractors whose contract values are changed will need to certify their System Access within
two weeks of the change. Contract value changes can be made by CAAs or the Federal
Approver of the contract.

Only the System Access need be done at that time; the CBT is not required for off cycle
certification.

3.2 New User Certification
All new users will be required to take the CBT within 72 hours of their account being created.

Account creation date is the date in which the ID was approved connection to the first job
code.
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4.0 EUA
EUA is a web-based application used to provide users with an interface to the CMS identity
management services. The two principal uses of EUA for end users are for the annual user
certification of access requirements and password management. Use of EUA is encouraged
by CMS, since its capabilities will simplify the User ID management process for users.

4.1 Installation of EUA
Since EUA is a Web-based application, no user installation is needed. The only software

needed on the user workstation is a Web browser such as Internet Explorer or Google
Chrome. CMS employees have an icon (Figure 1) for EUA on their desktops. Other users can

create a desktop icon for EUA.

Figure 1: EUA Logo
4.2 Accessing EUA from the Internet
EUA can be accessed from any internet connection by using URL https://eua.cms.gov .
4.3 Accessing EUA from the CMS Network
EUA is accessed by entering the following URL in the Web browser: EUA Login

Users then enter their CMS enterprise User ID and password illustrated in (Figure 2).

(CMS.gOV |Eatemvise User dministration (€U

Welcome to Enterprise User Administration (EUA)

Figure 2: EUA Log On
4.4 EUA HOME SCREEN

Upon successful login to EUA, the user is presented with the home screen illustrated in (Figure
3).
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Figure 3: EUA Home Screen

This screen lists the items on which the user has accounts, and the status of those accounts:
e Task: Here you will click on the task you wish to perform.
¢ Home: Quick link buttons for you to click on to perform desired task.

EUA Info: Contains CAA Listing, Jobcode Listing and EUA Doc’s & Links (Links to EUA
Documentation and videos).

EUA Info

» CAA Listing
» EUA Doc's & Links
» Job Code Listing

Figure 4: EUA Info Menu
4.4.1 CAA Listing

Use this task to locate a CAA. If you cannot locate a CAA with this process, please use the
Org Path value from your First Approver (see section 5.1 View My Identity page 10).

Navigate to ‘EUA Info >> CAA LISTING’ and input your Organization (Figure 5)

For Example: if you are in "OIT"

1. Org Path
2. Contains
3. OIT

4. click Search
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Search for a user

Search for a user _— — —
where (4 Org Path ~|[contains _w|[oIT |® @®[5earch][Clear|

Search Results

|Sear-:h for a user

Figure 5: CAA Listing Search

Your Group CAA can assist you with many EUA issues.

password resets

account unlocks

general EUA questions

connect or disconnect of access (jobcodes)
update of user details

name

address

phone

building

region

desk location/mail stop

Admin Code/Organization

non-CMS email address

contract / plan / carrier numbers (applies to non-CMS users only)
UPN update (applies to non-CMS users only)

442 EUADoc’s & Links

EUA Doc’s & Links is a single starting point to find any EUA Guides, videos or other helpful
links. Each web link will open to a new page outside of EUA and some require the user log
into the new site. Example of EUA Doc’s & Links (Figure 6)

EUA Doc's & Links
EUA Links

Documentation - USER Guide / CAA Guide / Approver Guide / Business Owner Guide / System Procedure Guide

Security Awareness Training: (CBT)
System Access Certification Portal: (SAC)

EUA Video Links

Password Management: Click Here

EUA Certification: Click Here

Modify Identity: Click Here

Manage My Job Code: Click Here

Create My Job Code: Click Here

What Approvers need to know about EUA: Click Here

Figure 6: EUA Docs & Links

Page | 6



EUA EFI User Guide v3.8 December 18, 2022

4.4.3 Job Code Listing

A Jobcode Business Owner is the only point of contact for information about their jobcode.
The business owner will provide information in the EUA system, other than this information
EUA has no additional detail.

To search for a jobcode:

¢ Inthe tasks pane navigate to EUA Info >> JobCode Listing
e Search for a jobcode (Figure 7). Enter the jobcode name or keyword and click search.

(7]

(For a keyword search change the “=" to “contains”)

Search for a group

Search for a group
where +)|J0b Code v” E - |[Eest |i=) %) Search| |Clear

Figure 7: Jobcode Search

1. Your search will be displayed with basic details. To view more details, click Select. (Figure
8)

Select| = Job Code | Description | Business Owner Application | Application Maintainer |PIV Required |PW Policy

uid=B9UD, ou=users,dc=cms,dc=gov
@® |test test uid=BAZW, ou=users,dc=cms,dc=gov | test No 60
uid=GTBA, ou=users,dc=cms,dc=gov

There are 1 results.

Figure 8: Jobcode Results
4.5 EUA CERTIFICATION SCREENS

Once your ID is DUE for system access, log into EUA System Access page. lllustrated in
Figure 9 (URL will be provided in the email that prompts you to take the system access, or
you can click the link in the upper right-hand corner of EUA)

CMS.QOV System Access Certification

Figure 9: EUA Certification Page
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Once logged in you will see that you have a certification to complete, click on Certify to take
the system access (Figure 10).

m CA Identity Governance
— !

Figure 10: System Access home page

After clicking Certify, you will see your name in the left-hand column and the job codes
connected to you in the right. To select all the job codes, click the check box beside your
name. lllustrated in (Figure 11).

Systsm Access Certification - 2016-08-09

sl N B

Figure 11: System access screen

Click Keep to certify that you still need access to those job codes or remove for any job codes
you no longer need. Once you click keep/remove, you will be taken to the summary page
illustrated in (Figure 12).
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0% Systam Access Cartification - 2018-09-09
s pending

submit

41 BEm remoesitem:
G e
i

Figure 12: Agree and Decline Buttons

Once you click Submit, you will receive a pop up thinking you for completing the system
access (Figure 13).

System Access Cerfification - 2016.00-00
‘This certiication is compliete. No further action is required at this ime

Figure 13: Certification Screen

Click the “x” in the upper right-hand corner. You have now completed your portion of the
system access and it is now pending approval from your first approver
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5.0 MANAGING PASSWORDS
Users will need to use EUA to change their passwords, and then all their connected platforms
will have the same password. There are two password policies for CMS employees in EUA, a
60-day policy and a 365-day policy. All Non-CMS Employees will be on a 60-day policy. To
view which password policy applies to your account, use the View My Identity task located in
section 5.1 View My Identity. All other users are in the 60-day password policy.
51 View My ldentity
NOTE All users now update their LEGAL NAME (and CMS Email if provisioned) through
the EFI application. Please see Section 22.0 LEGAL NAME CHANGE in this
document.

Click on View My ldentity task under Home. (Figure 14)

Personal Detalls | Job Codes

Identity Infomration

User D CAATEST User Status Active  Community 3 ID Creation Date FIV Status N
ueH HHSID User Category System 1D Assignment Date [20180121 PW Change Date 20130416
Admin Code User Category Type Testing Account PW Expiration Date 20190615

OrgPath  PALMETTO GBA, LLC Project Expiration Date

SAC Recert Status caT Re

CBT Re 20240131

Racert Revoke Date 20200208

et Cor

Super User Revoke Comment

User Details
3

TEST CAA

TesT Preferred Hame ~ TEST
LegalLastName  Caa Preferred Lastiame Can Suffix
Gther Hames Used
Email c1a2altedsSt@cms.hhs.gov
personal Email Seun.Lajubutuicms. hhs.gov

sers, de=cms,de=gov CAA UserD

CAA Name
caa Emal

Figure 14: View My Identity Page

This will take you to the View My ldentity page. You will see all your information listed. Click
the Job Codes tab. (Figure 15)

Tasks < || View My Identity
ord

where

Personal Details | Job Codes

=) )| Search| Clear

= Job Code Description PIV Required PW Policy |
ADDE_apP ACCESS TO WEB APPLICATION ves 50
CAA_EXTERNAL Can Capability in EUA for any Non-CMS CAA Only. Only the user's COR can request this through the CAA ves
ED:;;I:::"-”‘S [This Is given to all NON CMS employees as a default and wer be removad o 6o
EFI_FED_APPROVER_PROD|This job code is for active CORs and State Mangers to approve request in EF1. Access is automatically grantad to CORs. o 65
7l Performance Center L1, application to create/executa/report performance tests (next generation of Load Runner).Anybody (CMS employes/contractars) wha =
< 2 needs to performance test, browse previous results, generate reports should be given this job code. .
Job Code Management — =
= L226-TEST3 DASH -IN THE NAME o
test_V_User ITEST Mo

Account Management

Figure 15: Job Codes to Which You Are Connected

Here you will see a list of job codes that you are connected to. If you have any job code that
has a password policy of 60 days, your password policy will be set to 60 days. If you would
like to be removed from the 60-day password policy job codes, please contact your CAA, or
use the Modify My Job Codes task, find more information in the 6.0 MANAGING

ADDITIONAL ACCESS section. Your CAA can be found using the CAA listing under EUA Info.

Page | 10



EUA_EFI User Guide v3.8 December 18, 2022

5.2 Using EUA to Manage Passwords

EUA is the preferred tool for managing users’ passwords. Selecting the Change my Password
link displays the following screen, as illustrated in (Figure 16).

CMS .gov |Eulunrisn User Administration (FUA)

Figure 16: Password Screen

Type in the new password and confirm. (Figure 17)

CMS.gO |etemise User Admivisration E0N e | e s oo (5

MUST BE EXACTLY 8 cf

Figure 17: Password Screen: Entering the new password

Click submit, you will see the Confirmation page (Figure 18).
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CMS_QOV ‘Entmpnsl:Uscr»’(dmlmslral\on (EUAN
rders for Medicare & Medicaid Servics

Figure 18: View Status of Password Changes

Click OK and you will be taken back to the EUA home page.
5.3 Setting up Authentication Questions in EUA

EUA can also be used by users who have forgotten their passwords, or who have been
revoked by mistyping their passwords. In order to utilize this feature, users need to set up
challenges that can be used to authenticate them prior to password reset. This is done by
selecting the “Modify My Security Q & A” button, as illustrated in (Figure 19).

CMS.QOV ‘Entarun’sa User Administration (EUA)

Figure 19: Challenges Tab

This brings up the “Security Q & A” screen, as illustrated in (Figure 20).
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CMS.gov |enterpise User Adminstration (E0

Figure 20: Edit Challenge Screen

To set up the answer, the user types and retypes the response and selects “Submit.”
Responses must be provided for all questions. The same response cannot be used for more
than one challenge.

5.4 Logging on to EUA without a Password
After the questions and responses have been set up, the user can access EUA without a

password. This is done by selecting “Forgot Password?” in the initial EUA logon screen, as
illustrated in (Figure 21).

(CMS.gOV |Eaterrise User ministration (EUh

Welcome to Enterprise User Administration (EUA)

Figure 21: Log On Without Your Password Screen

The user will be asked to provide the user ID, as illustrated in (Figure 22).
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CMS.gov ‘[Memnsu User Adminis ration (EUR)
Gerters for Meicare & Widicont Servioes

Figure 22: User ID Screen

After you enter your User ID click OK and the next screen will show your chosen questions,
answer those correctly and you will be able to enter a new password (Figure 23).

CMS.gOV Eterpis User istaton 611

Cor ssword

Figure 23: Password Tab

Upon completion of the password change, all user accounts are restored with the new
password, and the password is valid for 60 days.

5.5 Inactivity Revocation

Users who have not changed their password for 60 or 365 days, depending on which policy
they have, will have their User ID disabled.

These User IDs will remain in a disabled state until the user contacts their CAA or the CMS
Service Desk and requests they be unlocked. There is no limit to the number of times a User
ID can be unlocked for inactivity. However, owners of CMS User IDs must perform annual
certification for the User ID. If the User ID is not certified by the due date, it will be revoked,
and then deleted 30 days later.

Certifying a CMS User ID does not exempt it from revocation for inactivity; conversely, inactive
User IDs are not deleted unless they are not certified each year.
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This policy allows infrequent and Internet-only users to retain their User IDs; it also enables
purging of User IDs that no longer have a need to access CMS resources.
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6.0 MANAGING ADDITIONAL ACCESS
6.1 Job Code Terminology

EUA job codes provision access to applications or other system resources. Various EUA
documentation and the EUA support software will also refer to job codes as Profiles or
Entitlements.

1 The complete list of job codes is found: Job Code List
2. VPN job codes are further detailed: VPN Job Codes Definition Downloads - Users

6.2 Connect Additional Access

Connect Additional Access is used when an employee or contractor has an active CMS User
ID and additional access is required. You will need to have your CMS User ID, typically a four
or seven-character alphanumeric ID, and the access you require. Access to CMS systems,
databases and applications are defined through Job Codes.

1. Signonto EUA
2. Click Modify My Job Codes (Figure 24)

CMS.QOV ‘[ntemlisg User Administration (EUA)

Figure 24: EUA

3. You will need to confirm that you understand that one or more of your job codes could be
disconnected if you uncheck them during the Modify My Job Code request. (Figure 25)
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Modify My Job Codes: Confirmation
’ Confirmation } My Job Codes ' Justification

+ = Required

This task will Modify a User's Job Code List. This provides the ability to connect or disconnect job codes in the same submitted task.

Warning:It is possible to delete some or all of your current access (job codes). If you un-check any job code(s) a disconnect request to remove the job code will occur. Please review the EUA-EFL User Guide Section
6.0 Managing Additional Access. Link to the EUA Documentation Repository can be found HERE.

By adding a checkmark in the box next to Confirmation, you state that you have read and understand the process of Modifying a User's Job Code List.

«Confirmation W|(Required)

Figure 25: Confirmation page

NOTE If you do not check the box, you will receive an error message. (Figure 26). If you
see this error, please click the Back button and check the Confirmation box.

Modify My Job Codes: My Job Codes

€ Error: [Confirmation:Confirmation] Attribute Confirmation is required.
’ Confirmation ’ My Job Codes ’ Justification
where @) vl = vIF |© @lsearch] [Clear|
VMember| = J0b cdse Description PIV Required| © PW Policy
%) AAAA_CHOO Sneezy
& |ABC Testing i need to learn my abes
¥ |EUA Admins Super User
& EveryOneLovesPizza Pizza is great
¥ |sac i ing System Access To access the SAC Temporarily Extending System Access task
o System Access Due on Email To receive emails for users with no email for System Access Certification
¥ |Test Workflow Approvers Demo WF approvers
5] UGH This is not fun
[Add a Job Code
| not | cancal |

Figure 26: Confirmation error message

This screen (Figure 27) will show the job codes to which you are connected. To request
additional job codes be connected to your account, click Add a Job Code.

If any job code is unchecked at any time during a Modify My Jobcode request, you will
submit a disconnect request for that job code. NOTE: Do not un-check any Job Code that
you want to keep connected. The next section (6.3 Disconnect Job Code) covers
this topic in detail.

Manage Job Codes: Job Codes

> Job Codes P Justification

where (3] = w|F |l=) %) | Search | |Clear ‘
[Member| = Job Code * Description " PIV Required * PW Policy
ZEEme This is given to all NON CMS employees as a default and should never be removed No 60

CMS Employee

Smart Card Management System- SCMS job code initiates the PIV provisioning process by
SCMS craating a user racord in the HHS SCMS server. Once invoked, the job coda cannot be removad. No 365
Use of PIV cards is mandated in HSPD1Z, and enforced by Department of Homeland Security.

Add a Job Code

Figure 27: EUA Modify Job Code Task Screen

This will bring up the job code search:
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e You can search by using the job code name, the description or the business owner.

e Once you find the job code(s) you would like to request access to, click the check box on
the left of the job code name.

¢ Once you have the job code(s) selected click select (Figure 28)

Manage Job Codes: Job Codes

V Job Codes ? Justification

Job Code
Search for a group

Search for a group
where (#[Job Code | starts with . [test |= #)|search | |Clear
Selaect| = Job Code ipti ioning Roles ~ AdminGroup Admins * PIV Required | * PW Policy | Application Maintainer
[] |TestJob_code |TEstmg |Elase UNIX-LDAP[PROD] |cn=CAA_ACCESS,eu=lob Code,dc=cms.dc=gov  |No |ea |MANAS,BOIANNAZ@ANTHEM.COM
There are 1 results.

Figure 28: Select Job Code

After you select the needed job code(s), you are presented the Modify Job Codes page in
which the job code(s) selected on the previous step should be displayed (Figure 29).
Reminder: if you un-check any job code(s) a disconnect request to remove the job code
will occur. Click Next.

Manage Job Codes: Job Codes
P Job Codes b Justification

where &) ) T |2 @ [Search [Clear |
Member | = Job Code * Description * PIV Required ~ PW Policy
BERLETE=RE  me o e i el T BT B elerees 2o o et e elimr) mees 5o sommesd o s0
Employee
Smart Card Managsmant System- SCMS job cods initiates the PIV provisioning process by craating = user racord in tha HHS
scMs SCMS server. Oncs invoked, the job code cannct be removed. Uss of PIV cards is mandated in HSPD12, and =nforced by |No 265
Departmant of Homeland Security.
Test_Job_Code Tasting No 50

Add a Job Code

Figure 29: Requested and Awarded Job codes

You will now need to enter the justification. Once the justification is entered, click finish (Figure
30).
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CMS.gOV |enterise Usor dmiistrtion (00

Figure 30: EUA Connect Job Code Justification

After the request is submitted, you will see an alert page letting you know that the request is
pending approval; you will then click OK and will be taken back to the home screen. (Figure
31)

CMS.QOV ‘Emterurise User Adminis tration (EUAI

Figure 31: EUA Home screen

The request is routed to the designated approver. On approval, the access is granted.
6.3 Disconnect Job Code

To start the process, the requestor selects the Modify My Job Codes task in the Home sub-
menu on the left menu Tasks Pane. (Figure 32)
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Figure 32: EUA Disconnect Access

You will show the job codes to which you are connected (Figure 33).

CMS-QOV ‘[nmpnseUs:r»\dmmislraliuntlum
Gontrs for becicars & bisclssid Sarvis

Figure 33: EUA Disconnect Access Job Code Selection

Click on the check box to remove the check from the job code that you wish to disconnect.
Click Next. This will bring up the justification screen. Enter in the justification and then click
Finish (Figure 34)

Page | 20



EUA_EFI User Guide v3.8 December 18, 2022

CMS_QOV |[n(cmmseUserAdmimsllalmnlEUAJ
Genters for Mecscare & Medeaid Sarvices

Figure 34: EUA Disconnect Confirmation screen

Once you click Finish, you will see a page that shows the Task is pending. (Figure 35).

The request is routed to the designated approver. On approval, the access is removed.

CMS.QOV Enterprise User Administration (EUA)
 or edicare & Madcatd Se

Figure 35: EUA disconnect request

6.4 Viewing Job Codes

After logging into EUA click View My Job Codes, if you care connected to job codes they will
show here (Figure 36)
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CMS.gOV [Etemise UserAaminisraton €U

Figure 36: User’s Entitlements (Job codes)
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7.0 MODIFY MY PROFILE

Once you have logged into EUA, click on the Modify My Profile task under Home (Figure 37)

CMS.gOV [Erterise User instation EUN

LLLLLLLL

vialcoma Miks T Test, your 308 Iogged in as: TU7

Figure 37: Modify My Profile

Here you will be able to update some of your information that EUA has on file (Preferred Last
name, Preferred First name, other names used, Work phone number, personal phone number,
and personal email address)

Once you have changed the needed information, click submit.
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8.0 VIEWING EXISTING REQUESTS

To view requests you have submitted, look at the Home page, then click View My Submitted
Task.

The search screen will appear (Figure 38). Enter in the search criteria that you would like to
view the request that you submitted and click search. (Default search is set for the current
date)

If the request is more than two weeks old, you will need to check the box to the left of
“Search archive of submitted task”.

CMS_QOV |Enlelnmse User Administration (EUA)Y
Centars for M di Se Validation

Figure 38: Submitted Task Search Screen

This will pull up your entire submitted task that meet the criteria. To view the request, click on
the view icon to the left of the request (Figure 39)
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¥3p to main contest

CMS .gov i[nmmsc User Administration (EUA)

Velcome CAA TEST, your are ogged in as: ToM
View iy Submitiod Tasks
» Crarge My Passwerd Description Status - Priority * Submitted Last Updated  * Last Operation
* Moty y 2 Cotes ; :
$/13/2016 2:03  9/13/2016 2:03 Task completed: CAAResetidentityPassword - Policy WX-6001C-Sets 1dentity_Password_To_Defaul’
» Moty My Prctie /| CAA Reset Identity Password task, User TROY | Completed Medium wd Yprdeowo
* Moy My Securty QB A — -
Rressdy oy 7 ot toencty ok, Osae €030 Canceted padium SIS | s pmptingto cancl
* Ve = o looie e
vewtysimnd Tasks |||/ eanage Job Codes task, Usae €030 Completed Medium  SLIADI6 TS IS/II2006 T8 iy s cekom peocess mapped o s sk
ety
pemne 5| 7 eanage ob Codun task, rer 1010: #0000 1 ey sadium (3AOIS 1T SIINIONS TAT |1y ey o werkfim peocess mapped to s ack

Accowmt Managemant
e 7 Revoke taantty task, User €L

Completed Madium (3133916 1:42 (071272016 1:43

Valdate On Submit:Revokeldantity - Add Action 'PX-4999-A1-2_Update User Status’ parformed

/ Change Jyst Approver tasi. Usee MIVK Completed Medium ‘:4‘1’"”’“ ol % Task completed:ChangeFirstApprover - Policy 'PMX_Notify First Approver Change’ evaluated
P (R— Cancated ot {13016 132 9TIS/2016 41 |yrtomring o cancel
Y S — I e Medium SIS LI OO LIy pegury O SubmitCrstetdentty  Add Acion PX-4900-A2-1_Se€ 1D Attrbuteperlormed

Figure 39: View Submitted request

This will show you the information on the request (Figure 40)

Home | System Access Cartification (SAC) | Skip to main cantent

CMS-QOV |[n1elprise User Administration (EUA)
Centers for Med

e & Medicaid Servic

wieicome CAA TEST, your are logged in as: TONK Last Login: |

= “ Jl create 1dentity Task Details: TIRU ~
Vome -

+ Changs My Fassward Subjectname  TIRU {Mike Testing)

*» Moy My Job Codes Task performed by TONH (CAA TEST)

» Moty My Profie ) .

© Moy o ety QA Task creation time Tuesday, September 13, 2016 1:15:08 PM ED

» Viow by Job Codes Task status In progress

* View My Rokes

* Wiew My Submitted Tasks Inktated Tasks

o These tasks were croated as part of initiating this task, and bagan exscuting immadiately.

o results.

Organizations

Account M.

— = Prerequisite Tasks
These tasks must complete before this task can begin executing

Mo results.

Subsequent Tasks
Thase tasks will begin executing after this task has completed.

o results.
Task History
| “source | - Description | = Time
POLICYXPRESS|validate On Submit:Createldentity - Policy 'PX-4000_Generate Unique ID for User Accounts’ evaluated 2016-08-13 13:21:52.0
POLICYXPRESS|validate Gn Submit:Createldentity - Rule ‘PX-4000-A2_Assign UID' was evaluated 2016-08-13 13:21:52.0
POLICY(PRESS 2016-08-13 13:21:53.0
[POLICYXPRESS|PIV_Not_Nesded [2016-09-13 13:21:53.0
[POLICYXPRESS|Submission: Craateldentity - Add Action 'PX-1231-1-A2,1_Sat Email Variable' parformed 2016-09-13 13:21:53.0
POLICYXPRESS|Submission: Createldentity - Add Action ‘PX-1231-1-A2.2_Set Badging’ performed 2016-08-13 13:21:53.0
|POLICYXPRESS |Submission: Createldentity - Add Action ‘PX-1231-1-A2.3_Set UPN Variable' performed |2016-08-13 13:21:53.0
POLICYXPRESS|Submission: Craateldentity - Add Action 'PX-1231-A2.1_Set Employea Type' parformed 2016-09-13 13:21:53.0
POLICYXPRESS|Submission: Createldentity - Add Action ‘PX-1232-45.1_Update PIV Status’ performed 2016-08-13 13:21:53.0
|POLICYXPRESS | Submission: Createldentity - Add Action ‘PX-1232-A5.2_VST Message’ performed |2016-08-13 13:21:53.0
[PoLICYXPRESS| “PX-1232-A5.3_Go to Final Processing' parformed |2016-08-13 13:21:53.0
POLICYXPRESS 'PX-1237-A1.1_Set Message' performed 2016-08-13 13:21:53.0
POLICYXPRESS|Submission: Createldentity - Policy 'PX-1231_Set SCHS Employee Type' evaluated |2016-08-13 13:21:53.0
POLICYXPRESS | Submission: Craateldentity - Policy 'PX-1231-1_Sat SCS Valuss' evaluated 2016-08-13 13:21:53.0 M
e oo

Figure 40: View Submitted Task Details
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9.0 INTRODUCTION TO EFI

EUA Front-End Interface (EFI) is a web interface which allows users to request access to the
Centers for Medicare & Medicaid Services (CMS) network, application, and facility resources.
In order to access the website, the user must first register for an account. EFI then provides
the user the ability to fill out an access request form (HHS-745) online to obtain a new CMS
ID. EFl is only supported in Google Chrome v69+ or Microsoft Edge 89+.

This document guides the user through the registration process, login process, username and
password management process, how to export the HHS-745 pdf form, and how to request a
PIV Card when a user is already registered in EFI and has an existing CMS ID in Enterprise
User Administration (EUA).

There are four distinct user categories in the application when going through the PIV request
process. Each is described below with some data points needed for each user category.

CMS Employee category is for new employees going through the onboarding process, as
well as CMS Commission Corps joining CMS. Both are referred to as CMS employees. CMS
employees interact with the Human Resources (HR) department to determine when they
should fill out the access request form as well as what admin code they will be requiring to
onboard at CMS. In order to complete an Access Request as a CMS Employee, you must
know your Admin Code, CMS Region/Facility, and if you are a manager or not.

Contractor users make up the majority of the population at CMS. These contractors come
from many different companies and work on different contracts. EFI| is able to dynamically
search contracts and companies to ensure proper data entry. In order to complete the Access
Request form as a contractor, you must know your CMS Region/Facility, Company, Contract
Number (if applicable), PIV training documentation (if applicable) for PIV requests only,
provided by your onboarding company.

Federal Agency users can fill out the Access Request form similar to many users but in most
cases already have a Personal Identity Verification (PIV) credential. In order to complete an
Access Request as a Federal Agency user, you must know your CMS Region/Facility, Federal
Agency you work for, and the User Principal Name (UPN) from your PIV card/Common Access
Card (CAC).

Business Partners are a user category that encompasses those that partners with CMS for
critical transactions tied to the CMS mission. In order to complete an Access Request as a
Business Partner you must know your CMS Region/Facility and your company specific
information such as Plan Number if you are of type HPMS/HICS or Labeler Code(s) if you are
a Medicaid Drug Manufacturer.
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10.0 THINGS YOU NEED TO KNOW BEFORE REGISTERING

Please log into EUA and go to “Modify My Profile” to verify your information is correct. It is
very important that this information is accurate. You must use the primary email address listed
in EUA when registering in EFI. If you modified your EUA profile, please wait until the next
day to continue your registration. If you cannot modify your EUA profile, please request to
your CAA to update the information for you.

Information your Federal Approver/CMS COR must provide to you:

e Category

» Type

e Region

e Full Contract Number (including the task order)

STOP! If you do not have the above information do not proceed.

NOTE If you previously had a EUA ID, please verify that it has been properly deleted and
not labeled with a status of REVOKE since this will cause issues when applying for
a new EUA ID. Please contact the First Approver/ CMS COR to coordinate the
deletion with the CAA in EUA before continuing the new request in EFI.
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11.0 HOW TO REGISTER IN EFI

The EFI registration process distinguishes between those users who are Existing Users and
currently have a CMS USERID (registered in EUA) and those who are New Users and do not.
Your first question asks, “Do you already have a CMS USERID?

If the answer is “Yes”, you will need to enter your CMS USERID and SSN. After clicking the
“Sign Up” button, you are then required to enter a desired EFIl username and EFI password.
Additionally, you may change your email address if the EUA email address is not current. You
then enter your email address a second time. After clicking the “Sign Up” button, you will be
returned to the login screen and be able to login to EFI without any waiting as your account
is immediately activated.

If the answer is “No” you should open the EFI New User Guide and follow those instructions
for registering with EFl as a New User.

NOTE Your EUA CMS ID login is separate from the new EFI account that you will create
when you register in EFIl. Both systems use a separate login authentication.

Click Register from the EFI login page (EUA - EFI Login Page).

Sign In Methods to EFI POC and New User Guides here.
Existing User and Federal Approver Guides here.

Are you a New User? If so Click the "Register" button below to create an account and begin an automated
request for access to CMS assets.

CMS Employee PIV Card EFI Credentials

(Privileged Users Only)

F“ o Username
e Password
20155ANO1
Dos
John,G.
HHS
Forgot Username?
Forgot Password?
o9 Unlock Account?

Activate Account?

Figure 41: Register with EFI

Select the Yes radio button to answer the question, “Do you already have a CMS USERID?”
Enter your CMS USERID and SSN, finally click the Sign up button.
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Please Sign Up

CMS USERID*

If you already have an EFI account please do not register again. You will need to use your original EFl username to login.

Do you already have a CMS USERID?*

SSN (00X-XXX00X)”

Already have an account? Sign In

Figure 42: Register — Provide Answer to “Do you have a CMS UseriD”

If you are registered with EUA under the CMS USERID and SSN that you provided, EFI pre-
populates your Legal First and Last Name and Email Address from your EUA account. You
now need to enter an EFl Username and EFI Password to complete registration with EFI. If
the email address provided from your EUA account is incorrect, you may now change it in

order to receive notifications from EFI| about your request.

After you finish filling in all the required fields, click the Sign up button.

Please Sign Up

1 AVER

AR PASSWOD 20 CONS YOUr PAasSword then ek “Sgn Uy

f"'x'uc-
scount? Sign Ir

Figure 43: Register — Complete Sign Up form with CMS UserID
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Sign In Methods to EFI

Are you a Ne

request for acces

P woed
Privisaged U

nd Feceral Approver oe nternal) here (Extemal) hece

10 create an account and begin an automated

CMS Employee PIV Card

nd New User Guides here

EFI Credentials

Usermame

Password

ion [ o

Forgot Usermname?
Forgot Password?
Unlock Account?

Activate Account?

Figure 44: Register — Confirmation of successful registration w/CMS UserID

You will be directed to Login page with a confirmation that you successfully have registered
and that your account is active and to please sign in to create a new PIV request.

If your CMS USERID and SSN are not recognized by EUA, EFI will provide a notification that
you should verify your CMS USERID and SSN or contact the Help Desk for assistance using

the provided link.

for assistance.

Please Sign Up

Do you already have a CMS USERID?*

@ Yes (O No
CMS USERID* SSN (XX0X-300-XXHK)

The provided CMS ID and SSN are not found. Please verify your CMS ID and SSN. If they are correct please contact the Help Desk at 1-800-562-1963 or

If you already have an EFI account please do not register again. You will need to use your original EFl username to login.

Figure 45: Register — Error Notification to Confirm EUA CMS USERID and SSN

If EFI determines that you already have an account, EFI will provide a notification with links
for you to recover your EFI Username and Password.
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You already have an account in EFI. Please login by using your EFI credentials or recover your login information using the Forgot Usemame/
Forgot Password links below.

Please Sign Up

If you already have an EFI| account please do not register again. You will need to use your original EFl username to login.

Do you already have a CMS USERID?*

® Yes (O No

CMS USERID* SSN (XXX-X-)000)"

Figure 46: Register — Error Notification to Recover EFl Username and Password
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12.0 FORGOT EFI USERNAME

The “Forgot Username” process allows the user to recover their username. The user must provide
their first name, last name, and one of three methods to provide the third item of information —
CMSID, SSN, or Email. If there is match in the EFI system, an email message containing the
user’s username will be sent to the user.

NOTE Please be aware that EFI entries are case-sensitive (upper/lower cases) so you will
need to enter the information exactly as you did at registration.

NOTE In order to use the CMSID method the user also should have a previous EFl account.
Users that have an existing EUA ID, but they just registered for a new EFI account
won’t be able to use the CMSID method.

CMSID Method

a. Click the Forgot Username? Link from the EFI login page (EUA - EFI Login Page).

b. Enter your First Name, Last Name, and select CMSID as the identify verification
method.

c. Enter your CMSID and then click the Recover Username button.

NOTE Please be aware that the First Name and Last Name will need to be entered exactly
as you did during registration otherwise the system won’t find your record.

NOTE The useris required to enter a CMS ID (active) from EUA in the field. The user should
also have a previous EFl account in order to match the information in the system.

Recover Username
Legal First Name EFI
Legal Last Name Applicant21

Please select an identity verification method and enter the information in the space provided.

CMSID v TODB

Recover Usemame

This site is best viewed with |E 9+ and a 1024x768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
© 2018 CMS.

Figure 47: Forgot Username - EFI CMSID identity verification method — Recovery
Username page

d. You will receive an email at the email address you provided containing your EFI
Username.
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From: eua@cms.hhs.gov [mailto:eua @cms.hhs.gov]
Sent: Monday, April 17, 2017 2:21 PM

To: Applicant21, EFl <efi.applicant@testing.com:>
Subject: EFl User Recovery

Hello EFI Applicant2l,

Your EFI username is efi.applicantZl

Please log into EFI to with your username and password.
Thank wyou,

Enterprise User Administration (EUA)
. _________________________________________________________________________________J

Figure 48: Forgot Username - EFI Username Recovery email
SSN Method

If you select the SSN method, you will need to provide the following information: First Name,
Last Name, and your SSN for the fields in the “Recover Username” form and then click the
Recover Username button. For the SSN field you can enter the SSN number with the
following format including dashes (xxx-xx-xxxx) or just the SSN number without dashes
(XXXXXXXXX).

NOTE Please be aware that the First Name and Last Name will need to be entered exactly
as you did during registration otherwise the system won’t find your record.

Recover Username
Legal First Name Toto1First
Legal Last Name Toto1Last

Please select an identity verification method and enter the information in the space provided

SSN v XXK-Xx-1111

Recover Usemame

This site is best viewed with |E 9+ and a 1024x768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-600-562-1963 or Help Desk Email
© 2016 CMS.

Figure 49: Forgot Username - EFI SSN identity verification method — Recovery Username
page

You will receive an email at the email address you provided containing your EFI Username:
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From: eua@cms.hhs.gov [mailto:eua@cms.hhs.gov]
Sent: Monday, April 17, 2017 2:21 PM

To: Totollast, TotolFirst <AE00173@wellpoint.com>
Subject: EFl User Recovery

Hello TotolFirst Totollast,
Your EFI username is totol
Please log into EFI to with your username and password.

Thank vyou,

Enterprise User Administration (EUA)
T ——

Figure 50: Forgot Username - EFlI Username Recovery email - SSN identity verification
method

Email Method

If you select the Email method, you will need to provide the following information: First Name,
Last Name, and the Email address used during registration and then click the Recover Username
button.

Note: Please be aware that the First Name and Last Name will need to be entered exactly as you
did during registration otherwise the system won’t find your record.

Recover Username

Legal First Name Jane

Legal Last Name Doe

Please select an identity verification method and enter the information in the space provided

Email [v] l jane doe@gmail.com| x

Recover Usemame

[This site is best viewed with |E 9+ and a 1024x768 or higher reselution. For assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email
2018 CMS.

Figure 51: Forgot Username - EFI Email identity verification method — Recovery
Username page

a. You will receive an email at the email address you provided containing your EFI
Username:
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From: eua@cms.hhs.gov [mailto:eua@cms.hhs.gov]
Sent: Tuesday, January 16, 2018 3:58 FM

To: Doe, Jane <jane.doe@gmail.com:

Subject: New EFI Request Submitted: Bruce Banner

Hello Jane Doe,

Your EFI username is jdoe.

Please log into EFI with your username and password.
Thank you,

Enterprise User Administration (EUA)

Figure 52: Forgot Username - EFl Username Recovery email - Email identity verification
method
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13.0 FORGOT EFI PASSWORD

The “Forgot Password” process allows the user to reset their password. The user must provide
their EFI username, and the email address used during registration. If there is match in the EFI
system, an email message containing a link to reset the password will be sent to the user.

Note: Please be aware that EFl is case-sensitive (upper/lower cases) so you will need to enter
the information exactly as you did at the registration process.

1. Click the Forgot Password? Link from the EFI login page (EUA - EFI Login Page ). Enter
your Username and Email address at the “Recover Password” form and then click the
Recover Password button.

NOTE Please be aware that the Username and Email will need to be entered exactly as you
did during registration otherwise the system will not find your record.

NOTE If you do not have access to the email address setup in your Username you can use
the email address setup in your EUA Profile as primary.

Recover Password
Username TestCasePwd

Email liz alvarado@anthem.com

Recover Password

['his site is best viewed with |E 9+ and a 1024x768 or higher resolution. For assistance, refer to the FAQ section or the Help Desk at 1-800-562-1963 or Help Desk Email

————————————

Figure 53: Forgot Password — Recover Password page

2. You will receive an email at the email address you provided containing a link to reset your
password:

From: eua@cms.hhs.gov [mailto:eva@cms.hhs.gov]

Sent: Tuesday, January 16, 2018 3:58 PM

To: Doe, Jane <jane.doe @gmail.com>

Subject: New EFI Request Submitted: Bruce Banner

Hello Jane Doe,

You have regquested to reset your EFI account password.

Please select the link below to reset your password:

Reset Password

Thank you,
Enterprise User Administration (EUA)

Figure 54: Forgot Password - EFI Password Reset Email

3. Reference Reset Password section for steps on resetting your password.
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14.0 UNLOCK EFI ACCOUNT

The “Unlock Account” process allows the user to self-unlock their password without having to
call the Help Desk. You can only unlock your account if the account is still active.

1. Click the Unlock Account? Link from the EFI login page (EUA - EFI Login Page ).

e Enter your Username and Email address in the “Unlock Account” form and then click
the Unlock Account button.

NOTE - This feature is specifically for unlocking an account where too many failed login
attempts have occurred. You will not be able to unlock your account if it has expired or is
inactive. You must still contact the Help Desk in these instances.

Unlock Account

User Name

Email

Figure 55: Unlock Account — Unlock Account page

e You will see an Unlock Account success message and be able to login once completed.
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15.0 ACTIVATE EFI ACCOUNT

The “Activate Account” process allows the user to request a resending of the account
activation link in an email.

1. Click the Activate Account? Link from the EFI login page (EUA - EFI Login Page ).

e Enter your Username and Email address in the “Activate Account” form and then click
the Activate Account button.

Activate Account

User Name

Email

Send Activation Link

Figure 56: Unlock Account — Unlock Account page

e You will receive an “Email was sent successfully” notification. Follow the email
instructions to activate your account.

e EFI will check and, if the user account is already activated, will display a message,
"Your EFI account is already activated.”

¢ If the account does not exist EFI will show an error message, "Your UserlD and email
address does not match."
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16.0 EFILOGIN WITH USERNAME/PASSWORD

The “Login with Username/Password” process requires the user to provide their EFI username
and password and accept the Department of Health and Human Services (HHS) Warning
message. After a successful login, the user will be directed to the EFI Home Page.

NOTE Please be aware that EFl is case-sensitive (upper/lower cases) so you will need to
enter the information exactly as you did at the registration process.

1. From the EFI login page (EUA - EFI Login Page) enter your EFlI Username and Password
under the EFI Credentials section and then click the Login button.

EFI Credentials

Username (case-sensitive)

Password

Figure 57: Login with Username/Password — EFI Credentials section

2. At the WARNING pop-up message, click the Agree button once you are ready to continue.

3. A successful login will take you to the EFI Home page, which will display “Welcome to the
CMS Network, Application, & Building Access Request Application!”

EF] EUAFrontEnd interface | Home | Access- FAQ  Guides tesiAppiicant1  Logout {M_s‘

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-registration process.

Figure 58: Login with Username/Password — EFlI EUA Front-End Interface Home Page
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17.0 UPDATE EFI EMAIL ADDRESS

The EFI system allows the user to update their email address setup from their username. The
user will only be able to perform the update after a successful login.

1. From the EFI Home Page the user should click on the Username on the top menu.

EFI EuAFrontEnd Interface | Home | Access-  FAQ  Guides testhpplicant1|  Logout @(ﬁ

Welcome to the CMS Network, Application, & Building Access Request Application!

Please click the Access tab to begin the self-regisiration process.

Figure 59: Update EFI Email Address — EFI EUA Front-End Interface Home Page

2. Inthe Account Details page, please click the Change Email link to update the email address.

Account Detalls

Full Name: Daugh Tim

Username: testApplicant1

Email: testApplicant1@gmail.com| Change Email

Figure 60: Update EFI Email Address — Account Details Page

3. Inthe Change Email page enter the new email address in both fields. Once you finish, please
click the Change Email button or the Cancel button to go back to the Account Details Page.

Change Email

Email

Confirm Email

Figure 61: Update EFI Email Address — Change Email Page
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18.0 RESET EFI PASSWORD

The “Reset Password” process allows the user to provide a new password for their account. Once
the user completes the Forgot Password process, they will receive an email message containing
a link to initiate the “Reset Password” process. After clicking the “Reset Password” link, the user
will be directed to the EFI page where they can enter their username and a new password.

NOTE The password must be between 8-24 characters long and must contain at least one
uppercase letter, one lowercase letter, and one special character. Please do not use
previous 6 passwords.

1. Refer to the Forgot Password Section of this document for instructions on how to initiate
password reset. Once you receive the EFI Password Reset email, click the Reset Password
link within the email:

NOTE Do not use this link to login to EFI. Please open a new browser and enter the URL
manually.

From: eva@cms.hhs.gov [mailto:eua@cms.hhs.gov]

Sent: Tuesday, January 16, 2018 3:58 PM

To: Doe, Jane <jane.doe@gmail.com=

Subject: New EFI Request Submitted: Bruce Banner

Hello Jane Doe,

You have requested to reset your EFI account password.
Please select the link below to reset your password:

Reset Password

Thank wou,
Enterprise User Administration (EUA)

Figure 62: Reset Password — EFI Password Reset Email

2. Complete the “Reset Password” form and then click the Change Password button.

Reset Password

Change Password

Figure 63: Reset Password — Reset Password Form
3. Verify the “Password has been successfully changed” message on the EFI login page.

4. You will receive an EFI User Change email confirmation message that your password has
been updated.
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19.0 CHANGE EFI PASSWORD

The “Change Password” process allows the user to change the existing password for their account.

1. From the Account Details of your profile click the “Change Password” link.

Account Details

Full Name: bogus fiftyfive

Username: hao.poc

Email: nageswararao.yarra@anthem.com Change Email
Security Questions: Set Security Questions

Email Approval Authorities: Manage Authorities

Roles:

« EFI Point of Contact
= EFI Regular User

Figure 64: Change Password Link

2. Enter your existing password and the new one. As you enter your password, you will notice
the criteria change from red text to green text once you have met the password
requirement. Enter your new password again to confirm the password. Click the Change
Password button.

Change Password

@ - At least one Upper Case alphabetic character (A-Z)
@ - At least one Lowercase alphabetic character (a-z)
@ - Password must be between eight and twenty-four characters long.

@ - Confirm Password Match

Current Password

New Password

Note: Password must contain at least one special character
(i.e.; L@#9,%,",8&," etc.).
Password must contain at least one lowercase letter.
Password must contain at least one uppercase letter.
Password must be between eight and twenty-four
characters long.

Confirm New Password

Change Password

Figure 65: Change Password — Change Password Form

3. Verify the “Password has been successfully changed” message on the EFI home page.
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20.0 SET EFI SECURITY QUESTIONS

The “Set Security Questions” process allows the user to define a set of questions that the user will
be required to answer when unlocking their account.

1 From the Account Details of your profile click the “Set Security Questions” link.

Account Details

Full Name: bogus fiftyfive

Username: hao.poc

Email: nageswararao.yarra@anthem.com Change Email
Password: Change Password

Security Questmns

Email Approval Authorities: Manage Authorities

Roles:

« EFI Point of Contact
« EFI Regular User

Figure 66: Set Security Questions Link

2 You must select five different questions from the drop-down list and provide answers to
each one to complete this process. Once you’ve selected and answered your questions
click the Submit button.

Security Questions

Security Question 1* Answer to Security Question 1°

Answer to Security Question 2*

Answer to Security Question 3*

Answer to Security Question 4*
thers maiden name?
thers mothers maiden name?

Answer o Security Question 5°

you remember
Hero?

Figure 67: Set Security Questions — Security Questions Form

3 Verify the “Security Questions have been successfully changed” message on the EFI
home page.
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21.0 EXISTING USER REQUEST / UPDATE PIV CARD

The “Existing User Request/Update PIV” process provides the user the ability to request a PIV
card. The user must have an existing CMS User ID issued in EUA and verify that the EUA account
information is accurate.

NOTE The user will register in EFl using their EUA ID and primary email address from their
EUA account in order to match the record. Please refer to the Register section for
the steps.

From the EFI login page (EUA - EFI Login Page) enter your EFI Username/Password (EFI is case
— sensitive).

NOTE Reference to Login with Username/Password section for steps on how to Login with
Username / Password.

1. Click the Access menu and then click Existing User Request/Update PIV.

EF|] cuAFmontEnd Interface | Home | Access- FAQ  Guides testhpplicant!  Logout ﬁfﬁs

New User Reguest

Welcome to the CMS Network, Applicat |Ex‘5“"guserf*5q“eswma‘e f’"“’l Application!

Please click the Access tab to begin the seff-regisiration process.

Figure 68: Existing User Request / Update PIV menu

2. If you do not have an existing CMS User ID in EUA, when you click Existing User
Request/Update PIV option, a message will appear with the following error.

EF|] EuAFrontEndinterface | Home | Access- FAQ  Guides festApplicant!  Logout (((‘.'.,I\-.I

Welcome to the CMS Network, Application, & Building Access Request Application!
Piease chck the Access tab to bagin the seif-reqistration process

Figure 69: Existing User Request / Update PIV - Error message

If you have an existing CMS User ID in EUA, then you will be presented with the following
information:

“To submit a PIV request you must complete the HHS PIV Applicant Training at:
https://www.cms.gov/About-CMS/Contracting-With-
CMS/ContractingGenerallnformation/Contracting-Policy-and-Resources.html.”

3. You will need to select a Reason for Issuance from the drop-down box.

Page | 44


https://eua.cms.gov/efi
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cms.gov_About-2DCMS_Contracting-2DWith-2DCMS_ContractingGeneralInformation_Contracting-2DPolicy-2Dand-2DResources.html&d=DwMGaQ&c=A-GX6P9ovB1qTBp7iQve2Q&r=VxnNvGJIZPt1llmSqybXZ_l5ufmRjS8N2UhcynuZMF0&m=gedD1lNx2KS5HdfsDxb2rp2jgagUpzraZbRTyJrUzwk&s=5cARfjj2e1uo1gk4ZbsWqgS4Xc9YSOhoKV4X81AVEzY&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cms.gov_About-2DCMS_Contracting-2DWith-2DCMS_ContractingGeneralInformation_Contracting-2DPolicy-2Dand-2DResources.html&d=DwMGaQ&c=A-GX6P9ovB1qTBp7iQve2Q&r=VxnNvGJIZPt1llmSqybXZ_l5ufmRjS8N2UhcynuZMF0&m=gedD1lNx2KS5HdfsDxb2rp2jgagUpzraZbRTyJrUzwk&s=5cARfjj2e1uo1gk4ZbsWqgS4Xc9YSOhoKV4X81AVEzY&e=

EUA EFI User Guide v3.8 December 18, 2022

To submit a PIV request you must compiete HHS PIV Applicant Training at hitps:/Amww.cms.gov/About-CMS/Contracting-With-
CMS/ContractingGenerallnformation/Contracting-Policy-and-Resources.html. Once completed go to the "Additional Details" section and upload the training
certificate, re-enter your SSN and Submit the request.

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the 'Save Request button at the bottom of the
screen. After 15 minutes of inactivity, you will lese any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page.

Reason for Issuance”

Select
New Application

Renewal
Lost

F| Stolen
Damaged
Expired

4 Name Change
Other

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Save Request Submit Request

Figure 70: Existing User Request/Update PIV — Select Reason for Issuance

4. If “Other” is selected, please specify the reason in the provided text box. You are limited to 69
characters when specifying “Other”.

To submit a PIV request you must complete HHS PIV Applicant Training at htps:/www_cms.gov/About-CMS/Contracting-With-
CMS/ContractingGenerallnformation/Coniracting-Policy-and-Resources.html. Once completed go fo the "Additional Details” section and upload the training
certificate, re-enter your SSN and Submit the request.

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any fime using the 'Save Request' button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page

Reason for Issuance™ Specify (if Other)*
Other v

©User Details
© Personal Details
© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Submit Request

Figure 71: Existing User Request/Update PIV — Specify “Other”

5. In the “Contract Details” section, you will be asked to answer the question “Is this your home
address”. If YES, then you can proceed with the following Additional Details section. If NO,
you will need to fill out the Home Address required fields. To expand a section, click the +
button to the left of the section header (see Appendix A for mores samples).

NOTE The information will be provided by your Onboarding Company or Federal
Approver/ COR.

6. You will need to go to the “Additional Details” section and upload required documentation
based on your reason for issuance of the PIV and whether you are a Contractor or
CMS/Federal Agency Employee. A link to the information is provided.
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NOTE

NOTE
NOTE

Contractors are required to upload their PIV Training Certificate, Resume, and signed
Declaration for Federal Employment form (OF-306) if submitting a New Application,
Expired, or Other request.

Contractors are required to upload their PIV Training Certificate and Resume if submitting
an Expired request.

Contractors are required to upload their PIV Training Certificate for Lost, Stolen,
Damaged, or Name Change requests.

Contractors are required to upload a document that validates their name change.
Federal Agency Employees are required to upload their PIV Training Certificate.
CMS Employees have no document upload requirements.

You must manually sign the OF-306 before uploading the document. Digital
signatures are not accepted.

The maximum file size of each uploaded document is 4MB.

If you are a contractor, please make sure you upload the required information for
PIV card. We recommend saving the documents with your last name with file
extension. (Examples: lastname.jpg or lasthame.png or lastname.tiff or
lastname.pdf)
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Create/Modify Access Request

* Please fill out each of th

screen. Afier 15 minutes

Reason for Issuance®

Select ~
QUser Details
@ Personal Details
© Contact Details

@ Additional Details

Applicant can access the required documentsation and training by clicking on t
allowed.

Reminder: The OF-308 must have a wet signature. Digital signatures are not

Upload PIV Training Certificate” Current Document
Browse... EFIRequirementsReleased. docx
(File types: pdf, docx, jpg. jpeg. fiff, tif, png)

Upload Resume* Current Document
Browse...
(File types: pdf, docx, jpg. jpeg. fiff, tif, png)

Upload Signed Declaration for Current Document

Federal Employment Form - OF-306"
Browse...

(File types: pdf, docx, jpg. jpeg. fiff, tif, png)

Upload Other Document Current Document
Browse...
(File types: pdf, docx, jpg. jpeg. fiff, tif, png)

Desired EUA Usemame

CMS Region/Facility”
Select ﬂ
Start typing your contract number below.

Contract Number* Contract Mod

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

ions below to complete your Access Request. You may save your work at any time using the "Save Request' bution at the bottom of the
wity, you will lose any unsaved work and you will be logged out of the application. If you have any guestions, please refer to the FAQ page.

Figure 72: Existing User Request/Update PIV —Additional Details section where user will

upload the Required Documentation

7. HPMS Business Partners will have to select a Consultant Type from the list of values. EFI will
populate the Company Name and, if an association exists, the Plan Number(s) as well. You
will not be able to edit these values if EFI adds them from an association.
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© Additional Details

Upload Other Document Current Document
Browse.
(File types: pdf, docx, jpg. jpeg, 1iff, tif, png)

CMS Region/Facility

Select ﬂ

lama®

Bid Consultant v

Company Name* Plan Number(s) (e.g., h0DO1,10000)*
BID CONSULTING h0D002,24022,55532

Figure 73: Existing User Request/Update PIV-HPMS Business Partner Consultant Type
Selection Drop Down

NOTE If a user directly works for the contract number (plan number) then the option
“Direct Plan Employee” can be selected in the “l am a*” dropdown.

8. In order to save your input data and work on it at another time, click the Save Request button
at the bottom of the form.

9. After you have completed the information request, please review it for accuracy and enter
your Social Security Number (SSN) in both required fields under Personal Details section
before you click the Submit Request button.

NOTE The form requires you enter the SSN in the following format “xxx-xx-xxxx.” Please
be sure to add the dashes.

SSN (00-XX-30)"

Confirm (X00-30EXx)*

Figure 74: Existing User Request/Update PIV — SSN field

a. Ifyoureceive, “Form not saved. Please correct errors and try again” message,
you will need to correct any input errors from the sections that has a red mark and
then go to Personal Details section to re-enter your SSN in both required fields
before you click the Submit Request button again in order to submit your Access
Request.

NOTE If you already entered your SSN number in both fields under Personal Details and
you are ready to submit your request then click “Submit”. Please do not click the
Save Request button because this will remove the SSN from the second field under
the Personal Details section and the required documents under Additional Details.

10. In order to see the errors just click the + button to the left of each of the section header to
correct them.
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O User Details O

Category*

Select

© Personal Details @
© Contact Details @

© Additional Detaits @

fill out each of the sections below o complete your Access Request You m:

minutes of inactiviy, you will lose any unsaved work and you will be logg

Form not saveq. Please correct ermors and ry again

Create/Modify Access Request

[<

Request Justification

Save Request | Submit Request

Figure 75: Existing User Request/Update PIV — Form not saved, Please correct errors

11. Once you have verified that all the information in each of the sections is correct then, continue
with the submission of your request by clicking the + button to the left of the Personal Details
section header to re-enter your SSN and then click the Submit Request button. A pop-up to
sign your HHS-745 form will show. Once you have finished signing, click the Confirm and
Submit Signhature button to continue.

Create Signature

| hereby authorize the release of information in this application to appropriate Federal
agencies for the purposes of processing this application and verifying my identy. | also
acknowledge that if | knowingly provide or assist in the provision of false information or
non-verifiable information, and/or | purposely omit information, it could result in loss of
access to HHS facilties and IT systems and in disciplinary action including removal from
Federal service or a Federal contract, and | may be subject fo prosecution under
applicable Federal criminal and civil statutes.

Wy, Tedis

To sign, move the mouse painter info the "box" and click and hold down the right mouse
button. Releasing the right mouse button stops wiriing.

Figure 76: Existing User Request/Update PIV — Confirm and Submit Signature

12. At the “Confirmation of Submission” pop-up, click the Confirm and Submit button once you
are ready to continue. Otherwise, click the Cancel button if you want to go back to your

application request.

Page | 49



EUA_EFI User Guide v3.8 December 18, 2022

Confirmation of Submission

You are about to submit your request for access. if the details that you are submitting are
accurate, please press the "Confirm and Submit” button below. If you are unsure or want
1o make changes to your request before submission, please press cancel and make your
updates

r———— )

Figure 77: Existing User Request/Update PIV — Confirmation of Submission

13. You will be directed to the Status page showing a summary of your input and the status of
your request.

NOTE If you need to know the status of your request, first login to EFI (refer to Login with
Username/Password section for steps on how to Login with Username/Password)
click Access, and then click on the New User Request Menu. The request status is
provided at the top of the request form. If you have further questions regarding your
request, please contact your Federal Approver/COR or your point of contact from
your onboarding Company.

|Statu5 ding \ppre |

Additional Information

Company; ENTERFPRISE SERMICES LLC

Contract Company: ENTERPRISE SERVICES LLC

Contract Number: HHSMN-316-2012-D006W. HHEM-500-201 T-D000TU
Contract Address:

13500 EDS Dr AZS.B53

A33-B53

Hemadon, VA mull

Dwsired EUA Username: SEWILEY

CM3 Region: CO (CENTRAL) Central Office
Access Document(s):

Training Certificate: PV Certificale - Signed pal
Paint of Contact (POC):

Logical Sensitivity: Escon Only

Risk Level: Low
e —

Figure 78: Existing User Request / Update PIV — Status
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22.0 LEGAL NAME CHANGE

NOTE If you have not previously registered for an EFIl account, please reference section
11.0 Register in EFl above, for complete instructions of the EFI registration process.

1. Log into EFI with your username and password

request for a PIV.

Sign In Methods to EF

request for access to CMS assets.

You have successfully registered with EF and your account is active. Please login to create a

POC and New User Guides here.
Existing User and Federal Approver Guides here.

Are you a New User? If so Click the "Register” button below to create an account and begin an automated

CMS Employee PIV Card EFI Credentials
(Pivieged Users Onhy)
e Username
f ’ - Username
= Password
- 2tismmor S
& [ |":-:‘: ora
HHE
Forgot Username?
: Forgot Password?
Unlock Account?

Activate Account?

Figure 79: EFI Login Screen

2. From the top menu, select Access >> Existing User Request/Update PIV.
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EF1 EuAFrontEnd Interface Logout (fMS

Create/Modify Access Request

it Access Reg fou may save you any time using the ‘Sa button at the bottom of the
aved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page
Reason for lssuance’

ect v

Ouser Details
© Personal Detalls
© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 80: Create/Modify Access screen

3. Select “Name Change” in the Reason for Issuance drop down. Open each details section

make updates where appropriate.

jon and upload the training

Create/Modify Access Request

Reason for Issuance

Personal Details
Pontact Details

fdditional Details

Please make sure to verify your information before you submit. Incor result in the rejection or delay of your application.
Save Request

Figure 81 : Name Change screen

4. Submit the request. Once the task processes through approvals, the name and CMS email

address will be updated in EUA.
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23.0 ACCESS REQUEST RETURN FOR MODIFICATION

The “Access Request Return for Modification” process provides the general steps on how the
user will need to review the specific section(s) in the online form, to correct any errors and
then resubmit the request for approval. The user must verify each of the marked sections in
red and make all the necessary corrections, based on the selected role, before submitting the
request.

For a contractor, once the user re-submits the request it will be reviewed by the contract Point
of Contact (POC) or a user with Approval Authority for that contract. After the POC approves
the request, the form will be reviewed by the Federal Approver/Contract Officer
Representative (COR) and the user will then receive an email notification.

For all other users (CMS Employee, Federal Agency, and Business Partner), once the request
is submitted it will be reviewed by the Federal Approver/COR and the user will then receive
an email notification.

NOTE If the contract does not have a POC or Approval Authority assigned, then the
request will be reviewed by the Federal Approver/COR and the user will then receive
an email notification.

NOTE Please be aware that only you can see the reason for the Return for Modification in
your application. Please contact your Federal Approver/COR with any questions.

1. From the EFI login page (EUA - EFI Login Page) enter your EFI Username/Password (EFI is
case — sensitive).

NOTE Reference to Login with Username/Password section for steps on how to Login with
Username / Password.

2. Click the Access tab from the EFI Home page or from the EFI top menu Access > New User
Request

EF] EvAFront-End Interface | Home | Access-|  FAQ  Guides testApplicant1  Logout (Eﬁ

Welcome to the CMS Network, Application, & Building Access Request Application!
Please cliukthb to begin the self-regisiration process.

Figure 82: Access Request Return for Modification - Access Tab

Please review the form and correct any errors in the sections marked in red for User Details,
Personal Details, Contact Details, Additional Details.

NOTE The information will be provided by your Onboarding Company or CMS COR.

3. To expand a section in order to review and correct the error (s) please click the + button to
the left of the section header (see Appendix A for mores samples).
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Create/Modify Access Request

© User Dietadls

Psquest Justifcation

& Personal Datails

© Contact Datsis

@quI Detais @

[srmream [ e

Figure 83: Access Request Return for Modification — Expand Error

4. Once you have updated the marked section(s) with the correct information, please review it
for accuracy and enter your Social Security Number (SSN) in both required fields under
Personal Details section before you click the Submit Request button.

NOTE If you already entered your SSN number in both fields under Personal Details and
you are ready to submit your request, then click “Submit”. Please do not click the
Save Request button because this will remove the SSN from the second field under
the Personal Details section and the required documents under Additional Details.

5. Create your signature then Confirm and Submit the request.

6. You will be directed to the Status page showing the result of your submission and the status
of your request.

F‘.E{IUS

User Details

Full Name: Yun Medina

EF| Username: Yurim
A ——

Figure 84: Access Request Return for Modification — Status for CMS Employee, Federal

Agency & Contractor roles
23.1 Expiring Contract Notification

EFI will send a notification to you, the Applicant, and to your Approver when an approval was
granted to an Access Request where the contract expires within six months.

Page | 54



EUA EFI User Guide v3.8 December 18, 2022

From: hhs.gov [mail la@cms.hhs.gov]

Sent: Monday, August 27, 2018 4:23 PM

To: Fu, Hao <hao.fu@anthem.com>; dev.rd.app11@gmail.net
Subject: Contract Expiring, No PIV Issued

Hello,

A PIV request for appll dev.r4 of TurningPoint Global Solutions under
HHSN316201200183W:HHSM-500-2015-00138U: has been approved.

The contract expires in less than six months so a PIV cannot be issued however a
CMS ID has been generated for this applicant.

Thank vou,
Enterprise User Administration (EUR)

Figure 85: Email Notifying Expiring Contract

Please contact your CMS COR / Federal Approver to resolve this in EFI using the EUA EFI
Federal Approvers guide.
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24.0 OSFLO REJECTED ACCESS REQUESTS

The OSFLO may discover an issue with your application request and return it to you for
corrections. This process differs from the Return for Modification process. You should have
received an email notifying you of the rejection.

1. You should have received an email notifying you of the rejection. Your Federal Approver/COR
will be copied on this notification.

From: eua@cms.hhs.gov [mail 15.hhs.gov]

Sent: Tuesday, December 04, 2018 12:23 PM

To: test.rs07@test.net

Cc: Approver <approver@gmail.com>

Subject: Application Rejected by 0550 Admin for: test r507

Hellc test r307,

The application for test r507 has been rejected by 0SSO Admin. The reason for
rejection is:

Applicant -
Reason for Rejection: Missing Work Authorization
Comment: Please upload your work authorization.

If you have questions or reguire additional guidance as to why this reguest was
rejected, please email DCO at ContractorRequests@cms.hhs.gov and they will be
happy te help you.

Thank You,
Division Credentialing Operations
T _—

Figure 86: OSFLO-Rejected Access Request - Notification

NOTE Occasionally, the OSFLO will find multiple issues with the request for you, or for
you and your Federal Approver/COR to fix. Multiple reasons will be listed one below
the other. Reasons for the Federal Approver/COR to fix will be labelled “Approver”.

2. From the EFI login page (EUA - EFI Login Page) enter your EFI Username/Password (EFI is
case — sensitive).

NOTE Reference the Login with Username/Password section for steps on how to Login
with Username / Password.

3. Click the Access tab from the EFI Home page or from the EFI top menu Access > New User
Request

EF] EuAFrontEnd interface | Home | | Access- | FAQ  Guides testhppicentt  Logout (P IVA

Welcome to the CMS Network, Application, & Building Access Request Application!
Please click thb to begin the self-registration process.

Figure 87: OSFLO-Rejected Access Request - Access Tab

4. Your access request will be displayed to you. OSFLO-rejected reasons will be listed at the top
of the page and NOT in the body of the request as is done with Returns for Modification.
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Applicant - Reason: Missing Work Authorization
Comment: Please upioad your work authorization

Create/Modify Access Request

Ouser Details

Figure 88: OSFLO-Rejected Access Request — Reason for Rejection

5. Resolve the issues and re-submit the application as described in the New User Reguest

section. You <can emaill the OSFLO team with any questions

ContractorRequests@cms.hhs.gov

at
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APPENDIX A: SNAPSHOTS OF THE INFORMATION ASKED IN EACH SECTION OF
THE ACCESS REQUEST FORM

The “Additional Details” section will display the required information according to the Category
(CMS Employee, Contractor, and Federal Agency) and User Type (showing a few examples).

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the ‘Save Request button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer to the FAQ page.

Reason for Issuance™

Select v
©User Details

Category* Type*
Contractor ™ IT Development and Support Contractors W]

Request Justification

© Personal Details
© Contact Details

© Additienal Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 89: User Details section — Contractor

Create/Modify Access Request

* Please fill out each of the sections below to complete your Access Request. You may save your work at any time using the ‘Save Request' button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer o ihe FAQ page.

Reason for Issuance*

Select v

©User Details

Category* Type* Entrance on Duty
CMS Employee v select M|

Request Justification

© Personal Details
© Contact Details

© Additional Details

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

Figure 90: User Details section — CMS Employee
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Create/Modify Access Reques
e your Access R
willlose any unsaved work and y

* Please fill o
soreen. After 15 minutes of inactvity, yo

QUser Detsils

© Personal Dessils

Legal First Name® Middle Name Legal Last Nzme®
Entertext hers Enter izt hers

Date of Birth* Suffx

Selest

US Citizen?

@ Yes O MNo

55N poorioccon]”

Confirm (o000

Birth Country* Birth City* Birth State*
Select Enter text here r text here
CompanyiOrganization* Posifion/Title*
Enter taxt here Enter text here

© Contact Detsils

O additionsl Details

Please make sure to verify your information befare you submit. Ineorrest information may result in the rejection or delay of your application.

Figure 91: Personal details Contractor

December 18, 2022

Create/Modify Access Request

Yy Ume UEIng the ‘Save
va any ques

ECTIONE Dl

Inactivity, you w

OUser Details

@ Personal Details

Legal First Name™ Migdle Name Legal Laet Name™
e Enter et here

.S Citizen? Arz you 3 Permanent Resident™
O YeE & Mo O Yes O Mo
Citizenship” Years In US of past 5

Salzct | Saiect

Wisa ® Aan Registration # Wark Permit &

Confirm (soeR-oog”
Sirth Country* Sirn cay* Birtn State*

Setact ™ Enter taxt here Enter fext here
Company/Organization” Aoamion Tine"

En

¢ lexl here Enter t2xt hers

FRequired Documentation ¢an be found fsre.

Upioad Document™ Current Document
Erawee...

(Fle types: pat, docx, pg. |pag, B, U, png)

© Contact Details

© Additional Details

Fisase maks sure to verify your Information bators you submit. Incorest Information may result in the rejsction or delay of your application.

Figure 92: Personal Details section — Foreign National Contractor
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Aftar

DUser Details
§F‘ersonal Details

Lepal First Name®

Enter t2xi hare

SEN (KRR

Confinm [xe-xe-000)

Sirth Country”

Selact

Company/Organization

Enter t2xi hare

& Contact Details

@ Additional Details

Create/Modify Access Reguest

E5 Requast. i

Migdie Name

Legal Last Name™

Enter taxt hera
Othar Namas Used

Birth Cly* Birth State”
[~ Entar taxt hers Enter text hers
PosiionTitle

Entar taxt hara

Plgase maks sure to varify your information before you submit. incorrect Information may result in the rejection or delay of your application.

Submit Requaet

Figure 93: Personal Details section — CMS Employees Federal Agency and Business

Partner

Ouser Details

© Personal Detais

© Contact Details

Personal Phone #°

Enter text here

Work Address Line 2

Work City*
Enter text here
Is this your home address? *
O Yes @ No
Home Address Line 1*
Enter text here

Home Adaress Line 2

Home City*

Enter text here

© Adational Details

Work Phone #*

Work Address Line 1 (Where you perform work from each day)*

Work State” Work Zip code*
Select ] Enter numbers here
Home State® Home Zip code*
Select

v| Enter numbers here

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.
e —

Figure 94: Contact Details section
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Create/Modify Access Request
i e o

* Plesse fill out each of the sec
s n. After minutes of inactivity,

ave you
ut of the application. If y

Request' bution at the bottom of the
uestions, please refer to the FAQ page.

QUser Details
© Personal Details
© Contact Details

1© Adaitional Details|

Applicant can access the required documentation and training by clicking on this jink.

Upload PIV Training Cestificate” Current Document
Browse...

(File types: pdf, docx, jpg, jpeg, Bff, tif, png)

Upload Other Document Cumrent Document
Browse...
(File types: pdf, docx, jpg, jpeg, fiff, tif, png)

Admin Code™ Are you & Manager?™
O No

CMS Region/Facility*

2]

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

st ‘Submit Request

Figure 95: Additional Details section — CMS Employee

Create/Modify Access Request

* Please fill out each of the sections below 1o complete your Access Request. You may save your work at any time using the ‘Save Request’ button at the bottom of the
screen. After 15 minutes of inactivity, you will lose any unsaved work and you will be logged out of the application. If you have any questions, please refer o the FAQ page.

©User Details

© Personal Details
© Contact Details
© Additional Details

Applicant can access the required documentation and training by clicking on this jink

Upload PIV Training Certficate* Current Document
Browse TrainingCert.png

(File types: pdf, docx, jpg. jpeg, 1iff, tif, png)

Upload Other Document Current Document
Browse.

(File types: pdf, docx, jpg, jpeg, iff, tif, png)

Admin Code

CMS Region/Facility™

Select v

Inter-Agency Agreement Number

Please make sure to verify your information before you submit. Incorrect information may resuit in the rejection or delay of your application.

Figure 96: Additional Details section — Federal Agency Employees
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Create/Modify Access Request

mplete your Access Request You may save your work at any time using the "Save Request’ button at the bottom of the:
| lose any unsaved work an vill be logged out of the application. If you have at uestions, please refer to the FAQ page.

* Please fill out each of the sections bel
screen. After minutes of inacti

Quser Details
© Personal Details
© Contact Details

© Additional Details

Upload Other Document Current Document
Browse.
(File types: pdf, docx, jpg. jpeg, tiff, &f, png)

CMS Region/Facility

Salect v

I am &
Gensral Consultant ~]
Company Name? Plan Numbsr(s) (e .. hO0, 100007

GENERAL PLAN CONSULTING Plan Number(s]

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your application.

st | Submit Request

Req

Figure 97: Additional Details section — HPMS Business Partner

Create/Modify Access Request

o complete your Access Request You may
vill Iose any unsaved work and you will be

* Please fill out each of the seclions bel
screen_ After 15 minutes of inac|

save your work at any fime using the "Save Request button at the bottom of the
ed out of the application. If you have any questions, please refer to the FAQ page

©User Details

© Personal Details
© Contact Details
© Additional Details

Applicant can access the required documentation and fraining by clicking on this fink.
Reminder: The OF-206 must have a wet signature. Digital signstures are not allowed.

Upload PIV Training Cerfificate” Cument Document
Browse.

{File types: pdf, docx, jpa, jpeg, ti

Upload Resume* Current Document

{File types: pdf, docx, jpa, jpeg, tiff, tif, png)
Upload Signed Declaration for Current Document
Federal Employment Form - OF-306"
Browse...
{File types: pdf, docx, jpg, jpeg, tiff, i, png)
Upload Other Document Current Document

Browse:
{File types: pdf, docx, jipa, ipeg, tiff, tif, png)

Desired EUA Usemame

CMS Region/Facility*
Select v
Start typing your contract number below.

Contract Number* Contract Mod

Please make sure to verify your information before you submit. Incorrect information may result in the rejection or delay of your applicat

Figure 98: Additional Details section — Contractor
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APPENDIX B: FAQ (FREQUENTLY ASK QUESTIONS)

Please refer to the FAQ on the EFI website for other commons questions

EFI EUA Front-End Interface  Home | FAQ . Guides

PIV CREDENTIALING and EUA FRONT-END INTERFACE (EFI)
FREQUENTLY ASKED QUESTIONS (FAQSs)
INTRODUCTION:

it is the policy of the United States to enhance secunity. increase Government efficiency, reduce identity fraud, and protect personal privacy by establishing a mandatory,
standard for secure and reliable forms of identific ation issued by the Federal Government to its employees and confractors (including individual contractor
refore. in accordance with HSP d NIST standards, CMS Contractor employees that require routine physical access to a CMS facility and/or routine
access to @ GMS federally controlled information system or sensitive information, are required to obtain 8 CMS issued PIV card This document seeks to provide guidance

garding common with the Contractor Account (Badging) Provisioning/Credentialing process and the use of the EFl system as the means
for accomplishing this.

= General Questions

cause of 8 Compatibility iew issue with IE 11. How can | change the settings in my browser?
4. 1sCMSp ding car r contractor computers?
¢ 3. Who is funding the HSPD-12 Background Investigations (Bl) and credentialing process?
ctor need to enter an EFI request for a PV card when they do not have physical access to CMS facilities nor logical access to CMS systems, but
CMS information from other contractors who have been properly vetted?

« EFI User Registrafion stions
1.What is EFI Registration and how does it differ from my Access Request?
o 2 What should | do if | did not get the activation link after | registered in EFI?

« Federal Approver/COR Questions
+ 1 How can | find out more information on the COR's responsibilities and process asscciated with contractor account (badging) provisioning?
o 2.How can | change the EFI Contract POC?
¢ 3.The COR is wrong in EUAJEFI how do | get this fixed?

o the job codes they have assigned, what de | do?

explain the PDT and what is required of C
= EFlAC Request Submission Questions

e 1.How do | check or know the status of my Access Requestin EFI?

» 2. \Where can | go to complete my PIV Applicant Training Certificate?

Figure 99: Welcome to the EFI Frequently Asked Questions (FAQ) Page
| cannot login in EFI it is taking me back to the HOME page

Please make sure that you are entering your EFI credentials correctly (EFI is CASE
SENSITIVE) and that you are NOT using the link from the email notification that you receive
from either account activation or password reset.

PIV Applicant training information

Each contractor employee who requires a CMS PIV card shall complete the HHS PIV
Applicant Training, which is found at https://www.cms.gov/About-CMS/Contracting-With-
CMS/ContractingGenerallnformation/Contracting-Policy-and-Resources.html. The contractor
employee needs to complete the training and submit the PIV Applicant training certificate after
completed the HHS-745 form properly.

| am getting EFI system errors

| am getting system errors and my EFI request cannot be submitted and stay in a loop and
freezes.

The EFI website is NOT fully compatible with Mozilla Firefox, Safari and Microsoft Internet
Explorer. If you are having these issues try opening EFI in either Google Chrome v69+, or
newer, or Microsoft Edge v89+ or newer.
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Approval process for contractors

For a contractor once the request has been submitted, it will be reviewed by the contract Point
of Contact (POC) or a user with Approval Authority for that contract (This must be someone
at the contract company). The POC will default to the POC of that contractor as listed in
SAM.gov. After the POC approves the request, the form will be sent to the Federal
Approver/Contract Officer Representative (COR) for final review and the user will then receive
an email notification. If a PIV request, and once the COR approves it, the request will be sent
to the OSFLO for review and final acceptance. When the OSFLO accepts the request the user
and COR will receive an email notification.
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APPENDIX C: WHERE TO FIND THIS USER GUIDE

This User Guide is accessible from the EFI login screen.

Sign In Methods to EFI

Existing User and Federal Approver Guides (Intemal) here (External) here.

POC and Mew User Guides hers.

request for access to CMS asseis.

CMS Employee PIV Card

(Gt A o]

PSS —

Are you a New User? If so Click the "Register” button below to create an account and begin an automated

EFI Credentials

ﬁ ——— Usemame

John.& Pass

Password

Forgot Ussrname?

Forgat P rd?
.

Figure 100: POC and User guides’ link on Login Screen

This EFI User Guide is accessible to those individuals who have a EUA account. Please

search in the EUA Documentation Repository
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APPENDIX D: REVISION HISTORY

Table 1: Revision History

Date Version Description of Changes

09/27/2016 1.0 Guide for CA-EUA

03/07/2018 2.0 Updated Screenshots and combined EFI User Guide
Manual

05/23/2018 2.1 Updated document for new development.

06/06/2018 2.2 Updated document for new development.

06/19/2018 2.3 Updated password change screenshots

08/10/2018 24 Updated screenshots and text supporting Additional
Documents Need to be Uploaded feature.

9/6/2018 2.5 Added section 16.1, Expiring Contract Notification

11/14/2018 2.6 Updated document for new development adding item 8 and
figure 51 for HPMS Business Partner enhancement. Also
added HPMS Business Partner (figure 68) and Contractor
Additional Details (figure 69) screen shots.

12/4/2018 2.7 Added section 17, OSFLO-Rejected Requests, added
screenshot in Appendix A for Personal Details — Contractor
— Foreign National. Added Chrome support.

4/3/2019 2.8 Added section 13.1, Update EFI Email Address, added a
note for section 12.0, Forgot password, and updated
screenshots in Appendix A for Additional Details section —
CMS Employee — Federal Agency Employees - HPMS
Business Partner. Updated Figure 51 in section 15.0,
Existing User Request/Update PIV Card. Updated the
URL’s for EUADOCS page.

4/16/2019 2.9 Updated Password section and added View My ldentity
section

6/11/2019 3.0 Updated screenshots for sections 13.0 Login with

Username/Password, 15.0 User Request/Update PIV card,
16.0 Access Request Return for Modification, 17.0 OSFLO-
Rejected Access Requests and Appendix B: FAQ
(Frequently ask questions). Added a note for 9.0 Things
You need To Know Before Registering, 15.0 User
Request/Update PIV card for HPMS users and for Appendix
B: FAQ 0.4 Approval process for contractors.
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Updated screen shot showing Suffix in section 10.0

6/25/2019 3.1 _ _ ! .
Register in EFI. Updated screenshots showing new Guides
and hiding Export 745 from menu in sections 13.0 Login
with Username/Password, 15.0 Existing User
Request/Update PIV Card,16.0 Access Request Return for
Modification, 17.0 OSFLO- Rejected Access Reguests.
Updated new screenshots in Appendix A.

9/4/2019 3.2 Added information in section 15.0 Existing User Request /
Update PIV Card and updated a screenshot in Appendix A.
Removed broken video link statement in Section 9.0.

4/8/2020 3.21 Updated EUADOC:s link

8/25/2020 3.3 Added expanded EUA Info Section

12/10/2020 35 Added screenshots of confirmation page

6/8/2021 3.7 Added section on legal name change

8/4/2021 3.8 Updated Appendix A, 2 to specify browser compatibility.
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