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10 seconds Polling Question

Have you watched the movie “Catch me if you can”?
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Fraud, Waste, Abuse and Error

Fraud
Intentional Deception

Abuse
Bending the rules

Waste
Inefficiency

Error
Unintentional fault



   

For more information about how AI Is predicting the future of online fraud detection, see the link below.
https://www.forbes.com/sites/louiscolumbus/2019/08/01/ai-is-predicting-the-future-of-online-fraud-detection/#1a19bfa374f5

https://www.forbes.com/sites/louiscolumbus/2019/08/01/ai-is-predicting-the-future-of-online-fraud-detection/#1a19bfa374f5
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10 seconds Polling Question - 1

Which of the following popular fraud costing the most?
• Credit card Fraud
• Healthcare Fraud
• Identity Fraud



Cost of Fraud

For more information about the cost of fraud, click the links below.
https://www.bcbsm.com/health-care-fraud/fraud-statistics.html
https://losspreventionmedia.com/credit-card-fraud-news-2018-update/
https://www.javelinstrategy.com/coverage-area/2019-identity-fraud-report-fraudsters-seek-new-targets-and-victims-bear-brunt

https://www.bcbsm.com/health-care-fraud/fraud-statistics.html
https://losspreventionmedia.com/credit-card-fraud-news-2018-update/
https://www.bcbsm.com/health-care-fraud/fraud-statistics.html


CMS Costs of Fraud

For more information about the costs of fraud, click the links below.
http://worldpopulationreview.com/countries/countries-by-gdp/
https://www.hhs.gov/about/budget/fy2018/budget-in-brief/cms/index.html#overview
http://abcnews.go.com/Politics/medicare-funds-totaling-60-billion-improperly-paid-report/story?id=32604330

http://worldpopulationreview.com/countries/countries-by-gdp/
https://www.hhs.gov/about/budget/fy2018/budget-in-brief/cms/index.html#overview
http://abcnews.go.com/Politics/medicare-funds-totaling-60-billion-improperly-paid-report/story?id=32604330


Problem!!
Where to find the data?



Medicare 
Provider 

Utilization and 
Payment Data: 
Physician and 
Other Supplier



2012 2013 2014 2015 2016 2017

c

   



List of Excluded Individuals and Entities (LEIE)



See Office of Inspector General Exclusion Authorities at
https://oig.hhs.gov/exclusions/authorities.asp

https://oig.hhs.gov/exclusions/authorities.asp
https://oig.hhs.gov/exclusions/authorities.asp
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Define what is fraud based on the data set

2012 2013 2014 2015 2016 2017

Excluded Date 
Starts

Excluded Date 
Ends

One Year Before 
Excluded Date 
Starts

Fraud

All HCPCS within the period are considered fraud 
for the NPI



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Overall data ingestion flow
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Final data set structure

Provider’s specialty, e.g. Internal Medicine, Dermatology

Provider Gender

Procedure or Service performed by the provider

Number of procedures or services the provider performed

Number of distinct Medicare beneficiaries receiving the service/procedure

Number of distinct Medicare beneficiaries per day by the provider

Average charge the provider submitted for the service or procedure

Average payment made to a provider per claim for the service

Fraud label based on the logic described before
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Let’s predict using Machine Learning!

Based on my rich experience in AI 😎😎, I can build a model 
guaranteed with 99.9% accuracy within 10 seconds! 

EVERYTHING
Is NOT Fraud
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Confusion Matrix

• Total: 54,337,938
• Normal: 54,333,245
• Fraud: 4,693 (0.0086%)

Predicted Class

Positive Negative

Ac
tu

al
 C

la
ss

Positive True 
Positive (TP)

False 
Positive (FN)

Sensitivity/Recall
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹

Negative
False 

Negative 
(FP)

True 
Negative 

(TN)

Specificity
𝑇𝑇𝐹𝐹

𝑇𝑇𝐹𝐹 + 𝐹𝐹𝑇𝑇

Precision
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝑇𝑇

Negative 
Predictive 

Value
𝑇𝑇𝐹𝐹

𝑇𝑇𝐹𝐹 + 𝐹𝐹𝐹𝐹

Accuracy
𝑇𝑇𝑇𝑇 + 𝑇𝑇𝐹𝐹

𝑇𝑇𝑇𝑇 + 𝑇𝑇𝐹𝐹 + 𝐹𝐹𝑇𝑇 + 𝐹𝐹𝐹𝐹



Problem!?
Imbalance of the data



Data 
Discrimination 

– Minority 
Class

• Credit Card Fraud
• Manufacturing Defect

• Rare Disease Diagnosis
• Natural Disasters



Potential Solution for 
Class Imbalance

• Decreasing Majority
 Random Under Sampling (RUS)

• Increasing Minority
 Random Over Sampling

o Replicate Minority Observation
o Synthetic Minority 

Oversampling Technique
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Random Under Sampling (RUS)

Fraud:
4,693 

Normal:
54,333,245

50% 50% 40% 60% 30% 70% 20
% 80%
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Using 50:50 Class 
Distribution

TensorFlow Boosted 
Tree Classifier

Accuracy: 0.760789

Precision: 0.706313

Recall: 0.857778

AUC: 0.845611
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Potential Improvement

• Add back Geographical information to the data set in analysis
• Add beneficiary data to form a graph analysis. Right now we only 

analyze from Provide side
• More granular e.g. by type
• Add more metrics (Medicare Standard Amount, Medicare Allowed 

Amount)
• A lot of missing NPI in LEIE. looking up missing NPI numbers in the 

National Plan and Provider Enumeration System (NPPES) registry
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Even with those improvements, there are 
still limitations

• Tagged data not always be available
• Not good for emerging anomalies 

with entirely new and more 
sophisticated forms



Unsupervised 
Learning

• Good for detecting 
Outlier, but it doesn’t 
mean that is Fraud. 

• It provides hint to start 
finding Fraud.
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Where is the Outlier?

https://miro.medium.com/max/1944/1*BaOiTGWAoFi-3_-E-rJGdg.jpeg

https://miro.medium.com/max/1944/1*BaOiTGWAoFi-3_-E-rJGdg.jpeg
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Unsupervised Clustering

http://www.frankichamaki.com/data-driven-market-segmentation-more-effective-marketing-to-segments-using-ai/

http://www.frankichamaki.com/data-driven-market-segmentation-more-effective-marketing-to-segments-using-ai/


https://www.youtube.com/watch?v=BorcaCtjmog&t=4s

 

https://www.youtube.com/watch?v=BorcaCtjmog&t=4s
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10 seconds Polling Question: Which point is 
considered outlier?

Nearest Neighbor Approach

- By distance
- Having the largest distance away from 

closest points
- Only p1 is considered outlier

p2

p3

Density based Approach

- By density
- Having the lowest density among 

closest points
- Both p1 and p2 are considered outlier

p1
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10 seconds Polling Question - 3 

You must know her for this 3rd approach

Who is she?
• She committed a $100M fraud in a 

European bank last year by guessing the 
admin password using AI algorithm

• She is actually a man dressed in 
disguise to fool the airport security 
smuggling 500 fake passports (with 
valid passport numbers produced by AI) 
in US last year

• The person inventing this 3rd approach 
AI algorithm

For more information about stylegan, click 
the links below
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Semi-Supervised Learning
Generative Adversarial Networks (GAN)

Learn from

Generator
G

Discriminator
D

Real 
Samples

Is D 
Correct?

Fine Tune Training 

Generate Fake 
Samples

https://www.youtube.com/watch?v=pJBS5SEmlMc
https://www.27machines.com/machine-learning-basics/

https://www.youtube.com/watch?v=pJBS5SEmlMc
https://www.27machines.com/machine-learning-basics/
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AnoGAN

Unsupervised Anomaly Detection with Generative Adversarial Networks to Guide Marker 
Discovery: Thomas Schlegl, Philipp Seeb�ock, Sebastian M. Waldstein, Ursula Schmidt-

Erfurth, and Georg Langs (Medical University Vienna, Austria) 
http://arxiv.org/abs/1703.05921

http://arxiv.org/abs/1703.05921


But we are talking about 
FWA, right?!



Generative Adversarial Networks (GAN) for FWA

Learn from

Generate Fake 
data

Discriminator
D

Generator
G

Real 
Samples

Is D 
Correct?

Fine Tune Training 

https://www.youtube.com/watch?v=pJBS5SEmlMc
https://www.27machines.com/machine-learning-basics/

https://www.youtube.com/watch?v=pJBS5SEmlMc
https://www.27machines.com/machine-learning-basics/
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Traditional GAN

See “One-Class Adversarial Nets for Fraud 
Detection.” Click the link below.
https://arxiv.org/pdf/1803.01798.pdf

https://arxiv.org/pdf/1803.01798.pdf
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One-Class Adversarial Nets (OCAN) GAN

See “One-Class Adversarial Nets for Fraud 
Detection.” Click the link below.
https://arxiv.org/pdf/1803.01798.pdf

https://arxiv.org/pdf/1803.01798.pdf
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Advantage of One-Class Adversarial Nets 

• No need for fraud data
• No need to manually prepare a mixed training data set, which is usually 

has a very few fraud data to start with

• Discriminator will take in either real benign or generated 
malicious
• More adaptive to different kinds of malicious behavior

• Adapt to newly emerged normal user pattern
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Recap: What we have talked about so far…

• Supervised Learning
• Unsupervised Learning
• Semi-supervised Learning
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AI Recipe for Data Kitchen (for Machine Learning)

Business 
Requirement Data Gathering Data 

Preparation
Choose 

Algorithm Training Evaluation Other 
Considerations

Data Scientists / 
Data Engineers

Domain Expert / 
Data Annotator End Users

Annotate Data Provide Service

https://www.linkedin.com/pulse/airon-chef-cook-up-ai-your-data-kitchen-cupid-chan/
https://www.youtube.com/watch?v=xifaCq4F7bg

https://www.linkedin.com/pulse/airon-chef-cook-up-ai-your-data-kitchen-cupid-chan/
https://www.youtube.com/watch?v=xifaCq4F7bg
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Human-Centered AI – Machine Learning and 
Teaching 

Machine makes decision 
based on the model learnt 
and provides service

Collaborate and 
teach in 
decision making

Dr XXX’s colleague 
Dr YYY has had a 

maternity leave for 9 
months, so Dr XXX 

picked up her 
patients in the 

interim Oh, that’s called 
Chihuahua. It’s a dog, 

not cat.

Machine learns 
the data, and 
find doubts

n

Service consumed by human

Teaching in Input: 
annotating correct data

Machine learns from data

Business 
Requirement Data Gathering Data 

Preparation
Choose 

Algorithm Training Evaluation Other 
Considerations

Dr XXX has unusual 
claim (potential fraud) 

pattern this year, 
especially the number of 
patient has jumped 25% 
more then the 5 years 

running average.

Teaching in Output: 
making appropriate 
decision

Thank you! I 
will update my 

model to 
recognize this 

type of dog

Brute-force 
annotatio

I know a cat 
has pointy ears 

but found 
something I 
am not sure.
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When you talk about AI, think of IA!

Artificial Intelligence
VS

Intelligence Augmentation
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AI + BI = CI
AI (Artificial Intelligence) – Excellence 
in learning with speed

BI (Business Intelligence) – Historically 
proven to enable human intuited the 
direction

CI – (Cognitive Intelligence) -
Intelligence by combining the Speed of 
how a Machine Learn and Direction 
Intuited from Human Insight
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… LinkedIn Story 
continues 
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I decided to find my most knowledgeable friend 
for help



Cupid Chan is typing…

  



The real: Frank Abagnale

   



C C S Q  W O R L D  U S A B I L I T Y  D A Y

Cupid Chan

• Board of Directors and Technical 
Steering Committee, Chairperson of BI 
& AI Project, Linux Foundation ODPi 

• Senior Fellow & Adjunct Professor, 
University of Maryland College Park

www.linkedin.com/in/cupidchan/
@cupidckchan
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